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Preface

The delivery of the PGDS objectives relies on the growth of the Information
Management Systems and Technology (ICT) and diffusion of ICT’s in all parts of the
local economy. The strategy demands an improvement in the accessibility of municipal

services.

[CT is a central nervous system of municipal operations and currently accounts for a
small proportion of capital expenditures within the municipality. Due to the key role
played by ICT, it should be treated with at least the same due diligence as any other
capita! investments in the municipality. Sound business cases that support our local

economic development (LED) must be created.

Optimising information technology investments is not an option, but a business
mandate of the municipality, given the many opportunities for value of creation, cost
savings, timelines, and accurate information that serve as seminal elements contribute
towards to this mandate. Our unwavering commitment to this ICT strategy will
underpin social transformation and ensure sustainable and equitable economic
growth

0t 2o

The @Honourable ecutive d/ Date

Mayor
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Foreword

On behalf of the PKSDM, | am pleased to present this Integrated Master Systems
Plan. This is an exciting initiative for the Municipality and is directed at supporting the
Municipality goals and objectives. We are well into the timeframes of the IDP, thus ICT
Strategy will go a long way in supporting the municipal goals to 2026. The fourth

industrial revolution is upon us and there cannot be any second guessing.

This is truly the culmination of municipal efforts towards an ICT strategic planning
process. The ICT plan clearly demonstrates our vision for ICT and our understanding
of the importance of a business centric approach to Information Systems and

Technology investments decision-making.

We believe that ICT could play the dual role of enhancing social and economic
development by acting as an enabler of service provision as well as an industry in its
own right. ICT can enable PKSDM to make significant improvements in both

productivity and service quality.

Through developing this integrated ICT Strategy, we have tried to ensure that the ICT
initiatives have a broad reach and will deliver maximum value. This integrated ICT is
the result of consultative process involving internal municipal stakeholders, We thank
all those who gave time towards this large task and hope that their efforts continue to
ensure the success of ICT in the Municipality. It is our desire that our endeavour to

contribute to the Provincial Growth and Development Strategy.

Investment in ICT initiatives has the potential to create an Information centric
enterprise where key information is well managed, available, reliable and secure. This
will, in-turn, strengthen monitoring and evaluation through the availability of up-to-date
information. The establishment of a project dashboard populated with accurate
information per project being run by PKSDM, enabling informed decision making by
Executive Management, is just one of the many benefits that will arise. Ultimately, the
implementation of the ICT Plan will result in the streamlining and reengineering of key

business processes and in the safeguarding of critical departmental information.

L=
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The achievement of the above requires reliable project delivery based on robust and
repeatable processes, thus the focus is on the Municipality’s overall investment in ICT

to:

= Match ICT supply with municipal business demand,
= |dentify duplication and other opportunities for standardisation and sharing;
» Develop Municipal Enterprise Architecture and ICT governance policies; and

= Measure the impact of ICT projects against the municipal ICT Strategy mission.

We are committed to implementing the initiatives we have identified in this [CT
Strategy and will review our progress against the plan on an annual basis. There will
be some challenges on this journey, but we will endeavour to succeed on the mission

we have embraced.

Municipal Manager Date

Enterprise Architecture Page 13 of 133 ICT Master Plan (GWEA)




e

Enterprise Architecture Page 14 of 133 ICT Master Plan {GWEA)



4.1

The ICT unit of the PKSDM was established to provide the ICT environment,

infrastructure and facilities necessary to enable and support the work of the

District Municipality. With the convergence of communications and computing
technologies, the opportunity arises fo further these aims through the innovative
application of technology. It is timely, therefore, to outline a plan to make the
PKSDM a world leader in ‘e-Council’, improving access, communication,
community engagement, improving service delivery and transparency of the

work of The District Municipality and Council Members.

Underpinning much of the success of the PKSDM is a significant investment
and reliance on Information, Communications and Technology (ICT). Personal
computing devices are physically and geographically independent of fixed
networks and they provide intuitive means of reading articles, watching videos,

collaborating on projects, phoning home and video-conferencing.

The use of new digital technologies to access information quickly, utilising the
pervasiveness of broadband and other networks, provides exciting options and
opportunities for the PKSDM to connect, operate more efficiently and be more

open to the public.

The convergence of these technologies provides the context for the defivery of
the District ICT Master Plan. This plan has been developed to facilitate the
PKSDM's adoption of ICT becoming a showcase example, setting an e-Council

benchmark that is acknowledged both nationally and internationally.

Performance Environment

The analysis below show unit's organisational readiness to contend with the

operational challenges it faces revealed that major deficits (weaknesses and

gaps) exist in key performance areas, and as such, attention to these is both
critical and strategic. There is an urgent need to attend to the following
shortcomings:

e Fillin critical vacant posts within the unit;

UL
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o Limited management of the institution's intellectual property including
document management;

e [CT initiatives are not coordinated through ICT section;

e Low user confidence in ICT's ability to support business;

e Inadequate computer literacy level;

e Lack of [CT forums for users to contribute and to communicate their
needs;

e lLack of user awareness on ICT Policies and procedures;

« Inadequate upskilling training for staff in the various technologies for some
time resulting in staff lagging behind in capabilities to support new
technologies;

e Dependence on external service providers;

o Legacy systems in use are incompatible leading to more time spend on
resolving problems;

o Lack of a coordinated approach to deal with problems resulting in staff

operating in silos;

In order for the IT Unit to successfully meet the external challenges identified,
the unit must be properly prepared and equipped to function at optimal levels.
Three performance areas were considered: Concept, Competence, and
Commitment.

o Concept refers to Understanding of purpose, clarity of focus, knowledge

of the organisational direction and the sharing of these within the unit.

o Competence refers to The skills, abilities, talents, knowledge of staff and

lools of trade within the unit.

o Commitment refers to The passion of senior management, financial

support and involvement of staff,

e
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4.1.1 Strengihs

1. There.is a 2- men team wrth renewed vrgour energy and commltment to ]
' '-'.harnessmg mstrtutrcnal memory . and capacny, T ST

2.0 'The unrt has enough hardware and software tools to execute rts mandate -

:3.:'__;There is, a wﬂlrngness to" earn |n the team and understands |ts short—'
: Com[ngs RSN S : : A :

4.-"_’ICT Governance structures are rn place putting the unlt on a hlgher
i '-'pedestal SR

4.1.2 Weaknesses

1. There is a high va ¥ : mis 1:25 for each offering .
g ﬁ:_there is only 2 technicians: at operatlcnal Ie\rel as opposed to 4 reqmred o

2 Staff ha\re not been:on upskiling trarnmg'forthe v
some tlme meanrng that they Iag behin

s technologies

There is no Helpdesk facllrty,

4. The legacy systems in use are run solely by the vendcrs resultmg in -hlgh-f
- expenditure; D : AN S

5.. ‘The 1ICT Governance Commlttee is comprtsed marnly of senror managers
: and not busmess unit cperatrves : _ . -

6 ::IICT is executed at operatronal Ievel rather than strategrc Ievel

".7.:':_' There is Jack of a ccordmated approach to deals wrth problems people’.’_
o '{operate in sﬂos, G : : S

o ety aricuated and

.busmess umts

U K
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4.1.3 Opportunities

most-new technologles aré tntroduced and 'dlsplayeci

4.1.4 Threais

Lack of controls may lead to unauthorised access into essential systems
leading to losses;

Budget constrains may hamper the efforts/ability of the unit to deliver on
its mandate e.g. lack of funding for Microsoft 365;

Lack of adequate human resources to execute IT services will impact
negatively on the users;

Lack of buy-in from Executive management impacts negatively on the
unit's ability to prioritise on critical projects;

. The inoperation of the Disaster Recovery Plan may lead to loss of critical

data and applications;

. Conflict of project priorities may lead to undesired consequences
. Dependence on external forces often feads to delayed decision making

on key priorities;

The unit was constrained to deal with all challenges, weakness and threats

because of lack of a formal strategic plan. The strategic planning sessions for

the unit will from now be reviewed annually in order to update all planning and

operational documents.

4.2 Description of the strategic planning process

L
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Timeframes for planning is now consistent with Treasury Regulations and the
budget and planning cycle as directed by National Treasury. The management
transition during the first quarter of the year necessitated a slight delay in the

Process.

The unit has developed a schedule of action plans to be followed through for
the next five years. The action plan take into account projects underway which

had not been included in the current strategic plan.

The Unit reviewed the following documents in relation to the new strategic plan
it intends to take and adaopt:

FPKSDM IDP,

- ICT Strategy Plan Developed in 2019;

- AG Report;

- IT Governance Framework;

~ |T Disaster Recovery Strategy,

-~ |T Policies;

Throughout the process, a wide range of stakeholders including business
departments such as Corporate Services, Infrastructure Housing and Planning

and Finance were involved and consulted.

The ICT Strategic Plan outlines how ICT will enable the connection of Council
Members, the public and the municipal business units to the information and
services they need, building on an already solid base of using technology to

support Council initiatives.

This is the District wide ICT Strategic Plan and supporting governance model

to oversee the continuous development and delivery of ICT for the District.
It also:

« will be used as the basis for future ICT planning and investment,

providing a sound basis for investment decisions across the municipal

UL
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o« outline a high level implementation plan and next steps;

o outline where efficiencies can be made and costs reduced through
improved use and reuse of technology, resulting in further reduction of
paper, power and travel costs; and

= Wwill be treated as a living document that may change depending on new
business imperatives or opportunities resuiting from the rapid maturing

or introduction of new technology.
This strategic plan will be reviewed and updated annually.

The ICT Strategic Plan is subordinate to the PKSDM’s institutional IDP and

provides the context of ICT planning across the municipal corporate plans.

4.3 Governance Arrangements

The PKSDM IT Specialist is responsible for the development and
implementation of the [CT Master Plan. The PKSDM Governance Steering
Committee (PKSDMGSC) will oversee and guide the continued development

and implementation of the plan.

4.4 The Business of the District Municipality

The business of municipality can be represented in the context of the functions,

roles and processes that define and support its operation.

The objective of an open, accountable, responsive and efficient Council can be
more readily achieved through the utilisation of existing and emerging ICT
developments including increased use of video and tele-presence capabilities

and secure mobile devices.

The key internal business drivers for ICT in the Council context are outlined as

follows:

= the specific business requirements of the chamber to enable the Council
to function effectively;

« the requirements of the Council committees;
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« facilities and support to enable individual Council Members to carry out
their duties; and
o corporate and administrative support required by Council Members and

by the Municipal business units.

In addition, a core driver of any ICT Master Plan in the PKSDM context is

connecting the public and other stakeholders to their Municipality.

4.5 Use of ICT in the Municipality

The use of ICT in the PKSDM has been considered in the development of this
plan.

The three most important improvements in the work of the Municipality made
possible by ICT are:

« more information and documentation on the website;
« increased capacity to disseminate information and documents; and
« more timely delivery of information and documents to Council Members.

While these three enhancements serve Members well, they also help The
District Municipality to be more open and transparent to citizens.

4.6 ICT as an Enabler

ICT enables new ways of doing business, providing the opportunity to re-think
the traditional operating models, resulting in efficiencies, convenience, cost
savings and improved outcomes. While ICT is a key enabler, it is business

requirements that will drive its use.

The benefits can accrue not only to Municipality and Councillors but, through
advances in digital technology, to the public in accessing and patticipating in

Council and the IDP processes.

ICT will also reduce the impact on the environment through a reduction of paper
and the need for travel. In the delivery of the ICT Master Plan, there will
inevitably be a need to balance the requirement for flexibility of access with the

need to keep Municipality and Councillors’ data secure within budget

e
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4.7 ICT Sirategic Imperatives

The ICT Master Plan is defined through strategic imperatives that outline the
key areas where PKSDM ICT will focus planning, investment and delivery of
ICT services to connect Council Members, the public and the Council Service
to the information and services they need from anywhere, at any time, through
a range of devices, and provide new opportunities for greater efficiency and

effectiveness for the District. This can be achieved by:

1. Supporting Council Members to be more effective through better use of
ICT anywhere and anytime on a range of devices.

2. Supporting the effective and efficient operation of Council and its
committees.

3. Making it easier for the public to engage with Council Members and the
District.

4. Making it easier for the public to access services.
Transforming the iICT Unit into a capable, respected and forward looking
ICT provider.

ANYTIME ANYWHERE

RANGE OF
DEVICES

Figure 1: Information Ecosystem

A
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The strategic imperatives wilt be supported by an underpinning architecture that
enables content to be communicated and shared interactively with other

individuals, teams and communities of interest.

Each strategic imperative includes a section outlining the key ICT capabilities
required to deliver the specific business drivers. Some of these capabilities are
common across mulliple imperatives, but are only mentioned once, under the
strategic goals that have the highest dependency to have it in place. The
complete set of ICT capahilities will form the basis of the projects that will

subsequently be planned to deliver the ICT Strategy.

4.8 Business view of ICT role

The PKSDM management and user community perceives the ICT unit fo be
reactive in terms of the role they play and rendering mainly technical and
systems support services. However, they require that, in addition to rendering
technical and systems support services, the ICT unit be more proactive and
strategic and play a role in information management and information results

management.

Another perception is that there are inadequate communication channels

between the business and ICT and also |lack of guidance on technology.

L K
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4.9 Proposed ICT Structure

ICT Organogram

. Operalions -
“’Applications &

‘Operations -

Figure 2: ideal ICT Structure
PKSDM ICT has 2 people serving the municipality. The services rendered
primarily include the following and this presupposes that the two are geniuses

in everything offered under ICT, which is not the case:

Halpdesk e Logging calls for faults with desktops, laptops,
applications and systems;

* Logging calls for Disaster Management;

e Logging any other calls from citizens of the
district

Operations « Microsoft Word, Excel, PowerPoint and any other
applications used within the municipality;

¢ Hardware problem resolution;

e Printing.

Systerm Administration a  Operating software, legacy and vendor systems;
¢ Password management;

¢ Patch Management;

« DRP & BCP Management.

Networks e« Connectivity (LAN/WAN WIFD);

¢ Mobile connectivity;

e Council chamber connectivity for virtual
meetings;

e e-Council.

There is need for 6 posts in total. ¢
( r‘z ‘t
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The conceptual architecture contains sets of global principles relative to and

consistent across each architecture area within the Enterprise Architecture
(Business Architecture - BA, Information Architecture - 1A, Technical
Architecture - TA, and Application - AA}.

The conceptual architecture is the first segment in developing the individual
architectural areas: the global principles refiect the collective and common will
of PKSDM as they apply to the architectural area. Principles are guiding
statements of position that communicate fundamental elements, truths, rules,

or qualities that must be exhibited by an enterprise.

The purpose of principles is to enable PKSDM to také an incremental and
iterative approach to transitioning to formal modelling, while allowing it to
influence decision making immediately and consistently. The Principles are
used as evaluation criteria in the absence of detailed models that direct decision

making more discretely and comprehensively.

The bases for many principles are best practices — they are approaches that
have consistently been demonstrated by diverse organisations to achieve
similar results. Therefore, the degree to which an organisation can establish
principles across the architecture areas is dependent on its ability to identify
and apply best practices in each area. For this reason, TA principles tend fo be
more common than those of BA, IA, and AA are. The figure 1 below gives some

examples of principles:

e
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Conceptual Principles

*BA

"Maximise incremental revenue opportunities
through leverage of digital technologies”

“Information is managed as a corporate asset”

"A goalof ali technology decisions must be to
reduce integration complexity”

“Buy for competitive parity, build for
competitive advantage”

Figure 4; Conceptual Architecture

The conceptual architecture consists of Architectural Requirements, Best
Practices and Principles. Each Best Practices (BP) contains Principles (PR).

These components are described below.

5.1  Previous reading

It is assumed that the reader of this document has read and is familiar with the
contents of the first components {which are Business Architecture and Common

Requirements) of the Enterprise Architecture (EA).

2.2 Notation and Terminology

For reasons of consistency, the same notation as was used in the Business
Vision and Common Requirements Vision will be used for identification and

cross-reference purposes within this document (Conceptual Architecture):

AR1 - Architectural Requirements
BP1 - Best Practices

PR1 - Principles
v b
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Avchitectural Reguirements

Architectural requirements are high-level requirements, derived from business
strategies and expressed as functional statements, which give direction and

priority to each of the architecture areas comprising the Enterprise Architecture.

Best Practices and Trends

These are internationa! best practices and trends relating to PKSDM as well as

relevant information communication technologies.
Principles

Principles are guiding statements of position that communicate fundamental
elements, truths, rules, or qualities that must be exhibited by an enterprise. They
enable an organisation to take an incremental and iterative approach to
transitioning to formal modelling, while allowing it to influence decision making
immediately and consistently. They should be used as evaluation criteria in the
absence of detailed models that direct decision making more discretely and

comprehensively.

2.1

The enterprise architecture’s conceptual principles within PKSDM'’s computing

environment inciude the followings:

Best Practises and Principles

The best practices identified in the EA Common Requirements Vision document
have been added to and interpreted as principles. “Ownership® and
“Applicability” for each principle is also indicated. “Ownership” implies that the
architecture area is responsible for maintaining the principle as well as ensuring
that any policies, procedures, standards and guidelines required for the support

of the principle are developed. “Applicability” indicates which architecture areas

wa

the principle applies to.
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5.5.1 BP1 Evolving a Holistic Enterprise Architecture

Organisations impacted by increasing rates and amount of change are faced
with the challenge of modelling and analysing the impact of change across
various parts of PKSDM. The relationships between business processes,
information and applications are highly interdependent. This reguires an
adaptive integrated Technical Architecture (TA) fo enable the leveraging of

information communication technology.

5.6.1.1 PR1 Skilled Business Technologists

As ICT is increasingly becoming a key enabler of business, it is vital that
individuals within the business have a thorough understanding of the business
and the technologies that enable or can enable the business. This key role is
termed the “business technologist”.

(Owner: BA also applies to: TA)

5.5.1.2 PR2 Common Vision

ICT and the business must share a common vision to ensure that the strategic
goals of the PKSDM are achieved. This is the combined role of the Business
Vision and the Common Requirements Vision (CRV).

(Owner: BA also applies to: IA, TA and AA)

5.5.1.3 PR3 Single Corporate Pilanning Process

The business and ICT strategic planning processes should be integrated.
(Owner: BA also applies to; 1A, TA and AA)

5.5.1.4 PR4 Visible Strategy

The Enterprise Architecture (including Business strategy) and its supporting
structures must be communicated and made visible to all levels.
(Owner: BA also applies to; 1A, TA and AA)

b
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5.5.1.5 PR5 IT: Strategic Investment for Business Enablement

Historically ICT has been perceived as a cost to the business with no real
benefit. Given the dependency of business on ICT to remain competitive, it
must be seen as a strategic investment and a critical business enabler.
(Owner: BA also applies to: IA, TA and AA)

5.5.1.6 PR6 Enterprise Models

5.5.2

The enterprise architecture must model the business design, information,
application and technology infrastructure. They are required to assess the
impact of change and to identify gaps and opportunities. This requires business
and ICT modelling methodologies and tools that conform to the Technical
Architecture standards.

(Owner: BA, 1A, TA and AA)}

BP2 Reduce Integration Complexity

The old approach of vendor-based vertical solutions led to a diversity of vendors
with incompatible information technologies. Best practice is to implement
horizontal solutions which are highly compatible across the organisation. A goal
of the enterprise architecture is to reduce integration complexity across all

architectural domains.

5.5.2.1 PR7 Open Standards

All technology and systems development must adhere to open system
standards across all technical domains.
(Owner: TA Also applies to: IA and AA)

5.5.2.2 PR8 Process-Driven Business Solutions

Design process-driven solutions that cut across the organisation (as opposed
to functional solutions which lead to duplication).
(Owner: 1A also applies to: BA, TA and AA)

UL
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6.5.2.3 PRY9 Technology Standards

All technology solutions must conform to appropriate international and national

standards to enable integrated solutions and to facilitate the introduction of new

technologies. This will require a governance process for the introduction of new

standards or modifying existing standards.
(Owner: TA Also applies to: 1A and AA)

5.5.2.4 PR10 Portability and Scalability

Application systems and databases must be platform independent, robust and

scalable upwards or downwards.
(Owner: AA and TA)

65.6.3 BP3

Leverage IT

Competitive advantage can be aftained through the innovative use of

information technology within PKSDM computing environment.

5.6.3.1 PR11 Technology/Digital Innovation

The application of this principle requires that PKSDM:

Evaluate the applicability of technologies to business needs via “Proof
of Concept” exercises jointly with all relevant partners (including
business);

Maintain a budget(s) and resources for Research and Development
purposes,

Identify opportunities for digital innovation in business process design.
Are “Followers” and not “Leaders”. (Risk management procedures
must be adhered to); and

Use networking forums such as standards and research bodies,

internet, etc.

(Owner: TA also applies to: BA and AA)

UL
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5.5.4 BP4 Information is valued as an enterprise asset

The value of information sharing and the potential commercial value thereof are
not always recognized. It must be shared to maximize the effectiveness of
business decision making throughout the PKSDM and beyond tc external
partners (extended value chains). Decision making must accelerate to increase
the organisations’ responsiveness to rapidly changing requirements.
Information must also be managed to increase the integrity and relevance of
data.

5.6.4.1 PR1Z Data Managementi

Apply data management principles throughout the organisation. These are to

include the following:

s Data isolation;

e Siandard data access mechanisms;

« Controlled duplication and replication;

o Validated and corrected data at source;

¢« Data captured once only;

=« Defined roles and responsihilities {e.g. ownership, stewardship, content
management);

e Data naming standards;

e Data redundancy procedures;

e Data archiving procedures;

o Quality assurance of data; and

o External data handling procedures.

{Owner: |A also applies to: TA and AA)

(L
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5.5.4.2 PR13 Information Sharing

Information must be shared to maximise the effectiveness of business decision
making throughout the enterprise and beyond to external partners.
(Owner: 1A also applies to: BA, TA and AA)

PR14 Infermation Protection
Policies and procedures must be defined to address the following:

e Data access security,;

e Information classification in terms of privacy, confidentiality, etc.;
¢ Backup and disaster recovery;

¢ Internal and external data access security;

¢ Virus protection; and

e Change management.
(Owner. |A also applies to: BA, TA and AA)

5.5.4.3 PR15 Metadata

5.5.5

Metadaia (Metadata is the warehousing of all PKSDM data giving PKSDM
views of this data which do not exists else where) must be defined for all
PKSDM corporate data and must be made accessible to the enterprise.
(Owner: 1A also applies to: TA and AA)

BP5 Leverage Bl and MIS

Reduced business cycle times have led to a need for accelerated decision
making and more information access. There is a significant burden on users {o
generate reports and data queries. The business intelligence and MIS
environments consisting of data warehousing and operational data stores,
together with appropriate analytical tools, make it possible and easy to execute

these tasks.

Ju
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5.6.5.1 PR16 PIKSDM Corporate Data Positioning Guidelines

Corporate data is positioned in one of the following three areas based on usage:

e Operational data;
e Management information; and

e Decision support.

Guidelines and design principles relating to the use of corporate data must be

defined and adhered to.
{Owner; 1A also applies to: TA and AA)

5.5.5.2 PR17 OLTP f OLAP Separation

556

OLTP (On-line Transaction Processing) relates to the processing of operational

transactions where performance and throughput are critical.

OLAP (On-line Analytical Processing) relates to the searching and analysing of

data, which have different processing demands.

Production data from applications should be loaded into the management
information and business intelligence environments for user reporting and
analysis using standard tools. This requires formal data extraction, propagation
and replication procedures.

(Owner: TA also applies to: IA and AA)

BP6 Unified Architecture Management

Planning and management of the architecture must be unified, whether PKSDM
decide to decentralise |CT responsibilities or not. This is to avoid diversity

among priorities/trade-offs, principles, product standards, and configurations.

LR
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5.5.6.1 PR18 Architectural Governance

5.5.7

Appropriate governance structures and procedures are required to ensure a
unified approach. The governance process must involve both the business and
ICT.

(Owner: BA also applies to; TA, [A and AA)

BPFY Governed Evolution

The enterprise architecture must have a planned evolution that governs across
PKSDM. Enterprise architecture is a process; it takes time and involves change.
Good change requires collaboration and collective planning. Architecture must
be well thought out and not established in a "hit or miss” fashion. Short term
activities versus long term goals must be constantly examined requiring

prioritisation and re-prioritisation across all ICT initiatives.

6.5.7.1 PR1%9 Archifecture Planning and Implementation

All architectural initiatives must be planned, co-ordinated, funded and prioritised
jointly according to the project management standards.
(Owner: Corporate Services (this is in accordance with the PKSDM

organisational structure. also applies to: BA, 1A, TA and AA)

5.5.7.2 PR20 Shori-term Bridging Policy

A bridging policy is required to guide the deployment of short-term or interim
solutions until such time as an [CT strategy exists.
(Owner: TA also applies to: BA, IA and AA)

ok
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5.6.8

BP8 Eventi-Driven

546.8.1 PR21 Event-Driven Systems

§5.5.9

Deploy applications that are business event-driven so as to increase adaptive
ness to changes within business processes which are a series of business

events.
(Owner: AA also applies to: TA)

BPS Application Re-engineering

Application systems development should enable and leverage re-usable
components or application modules which are platform independent {o achieve

adaptability and flexibility.

5.5.9.1 PR22 Granulation and Coupling of Application Systems

Application systems should be re-engineered to become highly granular (ideally
a maximum of one function per module) and loosely coupled (independent free-
standing modules based on components which can be combined or separated
using industry standard technologies).

(Owner: TA also applies fo; AA)

5.5.10 BP10 Build for Competitive Advantage

The use of packaged solutions is increasing and will continue through 2008.
Because the same packaged solutions are available to the competition they will

not enable the husiness to sustain competitive advantage.

5.5.10.1 PR 23 “Build” or “Buy” Applications

Build or assemble from components applications that will provide competitive

advantage and buy applications that will provide competitive parity.

Areas that provide competitive advantage are likely to be areas in which quick

adaptation is required. This requires in-house, not vendor, responsibility.

u./-(
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Differentiation, not operational excellence is the competitive advantage for most

market [eaders.

Guidelines in terms of when to "buy” and when to "build” are required. (e.g.
based on fit with specified criteria, etc.)

{Owner: AA also applies to: TA)

The following principles are additional to those identified in the CRV and are of

a more technical nature:

5.5.11 BP11 Logical Partitioning

Parfitioning isolates and minimises the impact of change whilst enabling

adaptability and flexibility.

55111 PR24 l.ogical Partitioning

The logical design of application systems should be highly-partitioned into
discrete service layers, which include presentation, process, data request and
data access.

(Owner: TA also applies to: AA)

5.5.12 BP12 Messaging

This allows for location, DBMS (database management systems) and data
structure transparency and is a key enabler of a number of the best practices

listed.

5.5.121 PR25 Message-Based Interfaces

The interfaces across separate logical boundaries must be message-based
and extend across the value chain to both customers and suppliers.
(Owner: TA also applies to: 1A and AA)

UL
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5513 BP13 Enterprise Network as a Virtual LAN

An enterprise backbone network must be implemented which provides a “single

network image” as if it were a virtual, enterprise-wide LAN (local area network).

Knowledge-workers have an increasing need for access to information across
the enterprise and this access should be seamless to reduce decision-making
cycle times. The lack of robust network architecture will impact the success of
distributed applications as networks are the essential enabling technology for

N-tier, Internet and collaborative computing.

55131 PR26 Metwork Interface

The user must have a transparent, seamless and consistent interface with the
network. This will require standard protocols.

(Owner: TA also applies to: AA)

5.5.14 BP14 Server Partitioning (“Workloads")

Applications and databases should be physically partitioned on separate
servers, in the same location, based on workload. Server configuration
(processors, memory, storage, etc.) is largely based on the expected volume

and type of work.

5.5.14.1 PR27 Physical Server Boundaries

Physical boundaries must be established between application servers and
database servers.

(Owner: TA also applies to: AA)

5.5.15 BP15 Appropriate Geographic Partitioning

Where adequate network infrastructure exists, applications and databases
should NOT be geographically partitioned. Network bandwidth and

management tool maturity make this possible.

e
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5.5.16.1 PR28 Server location

Applications and database servers must be located in a data centre, room,
cloud storage and on the same network infrastructure.

(Owner: TA also applies to: AA)

§5.5.16 BP16 Virtualisation

Geographic partitioning should be defivered using the concept of a virtual data
centre. Servers in a virtual data centre are configured and maintained exactly

like servers in a real data centie.

8.5.16.1 PR29 Virtual Data Centre

Geographically distributed data must be centrally managed according to the
same standards and procedures.
(Owner: TA also applies to: AA)

5.5.17 BP17 Architecture Ownership

Architecture development is internally owned and managed.

5.517.1 PR30 Architecture In-Sourcing

Enterprise architecture is a strategic enabler and development therefore must
be an in sourced effort and never be outsourced. Architecture comprises
principles based on that enterprise’s business needs, and it is used to guide the
internal engineering efforts within the enterprise. These guiding principles
cannot be impacted by the incentives and motivations that external partners
invariably have. Architecture development skills are expensive, so a continual
return on investment is desired.

{Owner: BA also applies to: 1A, TA and AA)

s
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5.5.18 BP18 Application Programming

Whether application is developed in-house or outsourced, it must align with the

architecture standards and principles.

5.518.1 PR31 Define Programmer Domain

A sustainable and scalable method of rapid application development is needed

to respond to collapsing business cycle time.

To achieve “Enterprise RAD", PKSDM must redefine the application domain to
align with the business rapidly changing needs.
{Owner: TA also applies to: AA)

5519 BP19 Infrastructure Re-use Development

Infrastructure development is a separate team and a core competency to
deliver reusable infrastructure services to business applications. Reuse
requires a focus. TA guides ICT toward reusable components of infrastructure
and provides standard application interface services to infrastructure within
PKSDM computing.

Employ infrastructure pattern matching in infrastructure design.

Infrastructure development must provide application interface services to

access reusable infrastructure components.

Applications’ technical designs must conform to the use of infrastructure

development for interface services.

5.5.19.1 PR32 Infrastructure Patierns

Employ the concept of infrastructure patterns for infrastructure design.

Infrastructure patterns are re-usable design patterns, frameworks and

methodologies. N /
(J (L ‘
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(Owner: TA also applies to: AA)

6.5.20 BP20 Value Add

Business value sourcing will replace traditional return-on-investment and total-
cost-of-ownership measures as the primary metric for measuring the success

of the enterprise architecture.

5.5.20.1 PR33 Value Measurement

Measurement of the contribution of EA to the achievement of business
objectives can be achieved by for e.g.:

o Conducting maturity audits at regular intervals;

e Conducting quality assurance assessments (ISO 9001);

o Obtaining user satisfaction ratings;

¢ Maintaining metrics on responses to business needs (time, cost); and

« Monitoring system availability.
(Owner: BA also applies to: 1A, TA and AA)

5.6.21 BP21 Rapid Decision-Making

Rapid decision-making requires real-time access to data.

5.5.21.1 PR34 real-time access to data

Systems should move from batch orientation to on-line real-time where
appropriate.
(Owner: AA  also applies to: TA)

s
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5.6 Mairix of Best Practises and Principles

The following matrix cross-references the principles as they apply to the

individual architecture areas. "O” = Owner, “A" = Applicable.

PR1 Skilled business technologists 0 A
PR2 Common Vision O A A A
PR3 Single Corporate Planning process 0] A A
PR4 Visible Strategy O A A A
IT: Strategic investment and a
PRS5 Business enabler O A A A
PR6 Enterprise Models o O 0 O
PR7 Open standards A O A
PR8 Process-driven business solutions O A A
PRY Techrology standards A O A
PR10 Paortability and scalability A O
PR11 Technology/Digital innovation A O A
PR12 Pata Management O A A
PR13 Information Sharing ] A A
PR14 Information Protection A O A A
PR15 Metadata O A A
Corporate Data Positioning
PR16 Guidelines 0O A A
PR17 OLTP / OLAP separation A O A
PR18 Architectural governance A A O A
Architecture planning and
PR19 implementation A A A A
PR20 Short-term bridging policy A A O A
PR21 Event-driven systems A O
“Highly granular” and “Loosely
PR22 coupled” application systems A 0
PR23 “Build” or “Buy” applications A ]
PR24 Logical Partitioning A O
PR25 Message-based interfaces A O A

.- L
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PR26 0 A
PR27 Physical server boundaries o] A
PR28 Server location O A
‘PR29 Virtual Data Centre 0 A
PR30 Architecture in Sourcing O A A A
PR31 Redefine Programmer Domain 0 A
PR32 Infrastructure patterns 0] A
PR33 Value Measurement 0 A A A
Rapid decision-making requires
PR34 realtime access to data A O

Figure 5: Principles Matrix

u L
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The initial focus was to get the “big picture”. Technigues applied in getting the big

picture were Enterprise Value Network (EVN) modelling and Information Value
Network (IVN) modelling as well as business scenario modelling. Details on these
techniques are in the latter part (section 4.1) of this document. The goal is to model
just enough of the business functions, processes, and information flows to
facilitate decision making, perform impact analysis, identify digital innovation
opportunities, and create a macro view of the Enterprise Architecture (EA) future-
state for PKSDM.

After the big picture was established, the Business Architecture (BA) selectively
drilled down into key processes using business event modelling, zone modelling,
integration modelling, and function/process decomposition models for those parts

of the business impacted most by changing business strategy.

The business architecture is dependent on the:

e Business Vision (BV) which provides a clear vision of "business futures”
by capturing the most important enterprise business strategies being
pursued at the time;

» Common Requirements Vision (CRV), which consists of high level
architectural requirements (derived from the business strategies in the
BV and expressed as functional statements). These give direction and
priority to each of the architecture disciplines comprising the Enterprise
Architecture (i.e. BA, 1A, AA, and TA).

The BA must evolve as a joint venture between the strategic planners (executive
and managers) and process innovators (this includes all empioyees) within
PKSDM, which includes all business units and the ICT department. The charter of
the BA evolution defines the business processes, digital technologies, and

information that can be leveraged to maximise value for PKSDM.

b
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The BA component of the EA expresses the PKSDM's key business

strategies/tactics and their impact or interaction with business functions and
processes that
e Typically consist of the current- and future-state models of business
functions, processes, and information value chains;
e Lead to the development of the Information Architecture {IA), the
Application (AA) and Technical Architecture (TA); and

« Define the business design for sustainable competitive advantage.
7.1 Purpose

The objective of the BA is to define what high-velocity information must pass
between what key processes, and the integration requirements that must be

enabled by the underlying application architecture and technical architecture.

While the BA is not required to create an adaptive TA, it is a prerequisite for
developing the enterprise architecture (EA) and enables decision makers to:

e [Explore digital innovation opportunities;

e [ntegrate business and |7 strategy development;

o Analyse impact, risk and “what-if’ scenarios;

e QOptimise value chains;

= Value IT investments via information value;

¢ Design innovative business processes;

e Analyse application requirements;

« Plan application porifolios;

o Increase velocity of information across the enterprise (further dealf with
in the IA); and
Evolve the Enterprise Architecture (EA).

LK
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7.2 Evolution Approach

7.3

7.4

The BA must evolve as a joint venture between the strategic planners
(executives) and process innovators (all employees) within the ICT organisation.
Strategic planners within corporate and business unit management provide input
on business strategies. The business units focus on the definition of process
innovation opportunities and the ICT Systems Administrator (EA sponsor)
focuses on the definition of digital innovation opportunities. The charter of the BA
evolution defines the business processes, digital technologies, and information

that are leveraged to maximise value for PKSDM.

The initial focus for developing the BA was to get the “big picture”, as drilling
down into a detailed analysis of business processes, events and information
flows would have been wasted effort if the scope of the BA was not defined.
Various modelling techniques were applied to get the big picture. The goal is to
apply “just enough modelling, just in time”, and with this point in mind, after the
big picture is established, the BA design then selectively drills down into key

processes using various modelling techniques to establish business patterns.

Previous Reading
It is assumed that the reader of this document has read and is familiar with the

contents of the Business Architecture, Common Requirements Vision, and

Conceptual Architecture documents of the Enterprise Architecture for PKSDM.

Notation and Terminology

The following notation will be used for identification and cross-reference

purposes throughout this document:

AR1 through Arxx - Architectural Requirements
BR1 through BRxx - Business Architecture Requirements
PR1 through Prxx - PRinciples
P1 through Pxx . - Care Processes
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BP1 through BPxx - Best Practices and frends

1. Architectural Requirements (AR}
The architectural requirements are high-level requirements, derived from the
PKSDM IDP and expressed as functional statements, which give direction
and priority to each of the architecture disciplines comprising the Enterprise
Architecture (i.e. business architecture, information architecture, application

architecture and technical architecture).

2. Business Architecture Requirements (BR)
The business architecture (BA) requirements are architectural requirements

pertaining to the business architecture.

3. Principles (PR)
Within the EA, Principles are guiding statements of position that communicate
fundamental elements, truths, rules, or qualities that must be exhibited by an
enterprise. The principles will enable PKSDM to take an incremental and
iterative approach to transitioning to formal modelling, while allowing it to
influence decision making immediately and consistently. The principtes
should be used as evaluation criteria in the absence of detailed models that

direct decision making more discretely and comprehensively.

4. Core Processes (P)
The core processes are the high-level processes performed by each core
business within PKSDM.

5. Best Practices and trends (BP)
The best practices and trends are international best practices and trends
relating to zone and property development and management as well as to

relevant technologies.

o K
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8.1 Architectural requirerments for Business Architecture

The following requirements for business architecture have been derived from the

overall architectural requirements (AR1 to AR7) as identified in the Common
Requirements Vision (CRV) developed for the PKSDM.

ART Implement strategies with minimal impact on service delivery.
BR1 Enable the rationalisation of core business processes across the
organisation;
BR2 Ensure that the PKSDM organisational roles and responsibilities
are defined;
BR3 Enable effective transition planning and co-ordination:
ARZ Compete in a global economy according to best practices and
trends.
BR4 [Enable the streamlining and automation of core business
processes across functions;
BR5 Ensure that a Human Resource planning process is
accommodated:;
BR6 Ensure that a business Research and Development function is
accommodated;
AR3 Deliver flexibly packaged and priced services
BR7 Enable the definition, analysis and segmentation of the customer
base
BR8 Ensure the provision of adequate and appropriate service delivery
mechanisms
BR9 Enable differentiated service pricing mechanisms where
appropriate and required
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AR4

ARS

ARG

AR7

Monitor, measure and irack service delivery to clients

BR10 Ensure the identification and currency of benchmark standards,
BR11 Ensure appropriate control mechanisms are identified and

implemented;
Frovide controlled access to reliable and secure information

BR12 Ensure appropriate information management policies are

implemented.

Cost Effectiveness

BR13 Enterprise architecture development and implementation must be

cost-effective.

Enable good governance according to best practices and trends

BR14 Ensure the implementation of performance measurement and
evaluation mechanisms for management and public {partners,

stakeholders, shareholders and clients) representatives.

8.2 Business Processes

As defined in the EA Business Vision, PKSDM is dependent on the following

business processes for the successful operation and management of the

business.

8.2.1 Core Processes

The following core processes have been identified:

P1 Supply and maintain municipal services,
P2  Conduct and promote planning and development;
P3 Identification and local economic development;

P4 Manage and maintain land and infrastructure; and
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PS5  Conduct disaster management.

8.2.2 Support Processes

The following support processes are required in support of the core processes:
P8  Administration;
P7 Finance;
P8 Information and Communication Technology:
P9 Human Resources;
P10 Project Management; and
P11 Logistics.

8.3 Concepiual Principles

Conceptual principles have been extracted from the Conceptual Architecture as
they pertain fo the BA and are further broken down into business principles,
standards and guidelines.

The Business architecture deliverables includes the architectural principles

(section 3 above), gap analysis (appendix A), business architecture set of checklist
(appendix B) and business models framework (section 4.1 below).

9.1 Business Models

The PKSDM BA is designed to model just enough of the business functions,
processes and information flows (which constitute business patterns) to facilitate
decision making, perform impact analysis, identify digital innovation opportunities
and create a macro view of the future state adaptive Enterprise Architecture. The

enterprise models evolve over time according to priority and need.

b
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The BA's design selected key processes and modelled them further using
technigues such as business event modelling, zone modelling, and integration
modelling and functional/process decomposition. Details of the various models
are provided in the latter part of this section. Figure 1 below depicts the overall
framework for performing the BA modelling and as weli as details the linkages of

BA to the other components of the overall EA.

9.1.1 “The Big Picture” (Enterprise Value Network)

The techniques as depicted in figure 1 below, which serve as framework, provide
PKSDM business leadership with a “big picture” of the enterprise, stimulates an
interactive dialogue for evolving the overall BA, and to implement a blue-print for

enterprise business design:

e enterprise value network modelling;

¢ information value network modelling; and

e business scenario modelling.
9.1.2 Enterprise Value Network (EVN)

According to Michael Porter (“Competitive Advantage”, Michael Porter, 1985},
the value chain, has exploded into the Enterprise Value Network in most
organisations in view of the availability of information and the emerging ability

o electronic business.

Business Architecture modelling at the “big picture” level is a creative exercise
and brainstorming techniques using a white board or flip chart, are appropriate
tools for the first round of high-level BA definition. This exercise was conducted

with the management team on one-on-one and in groups where time permitted.

Value networks define the critical functions required to deliver products, both
internat and external, and the relationships in place to provide those functions.

The new business environment resembles a web of fluid, ever-changing

e
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relationships -nodes on a network - rather than a fixed distribution channel. See
figure 2 below,

The ICT System Administrator needs to dissect the current business chain,
catalyse the construction of a new one, and then build the adaptive
infrastructure (business functions, organisation structure, roles, and
technology) to support all business value opportunities. This effort will be
assisted by asking questions such as:
i. Where within the value chain is information a key component of value?
ii.  Where are there opportunities (or risks) for critical portions of the value

chain to be peeled off as a standalone business?

The first step in analysing the value network is understanding of the business
strategy, vision and goals (as articulated in the Business Vision, Common
Requirements Vision and Conceptual Architecture documents) that become the
primary input to the EVN definition (refer to Figure 6 below). The key goal in

exploring the business value network must determine;

e Are activities supporting PKSDM corporate goals?

¢ Is the activity performed by the organisation a core competency, or is
there an opportunity to increase value by partnering?

s Ifa partnership is in place, what is the value of the partnership, and how

does the relationship support the organisation’s competitive strategy?

Focus of Analysis Artefacts of Analysis | Key Questions EA interface
t  Qverall PKSDM u  Alliance partners | = Who are PKSDM u Common
business context = Key activities key alliance requirements vision
v Business = Value of the partners? = |CT (IA & AA)
"ecosystem” alliance = What key functions | = Business patterns
a  High- level = Primary sources and processes are | » VN models
reprasentation of of value involved?
the externalised »  Strategic »  What is the value
enterprise alighment of the alliance?
*  Value of key » What is the source
activities and of value
partners (competitive
strategy):
= Operational
excellence,
customer
intimacy, or

L
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product
leadership?

v s the value of the
partnership
aligned with
competitive
strategy”?

Figure 6: Enterprise Value Networks Definition

2.1.3

Combination of graphical models and descriptive text must be adopted in the
documentation of the modelling artefacts at all times. A value network model
should be created that depicts the vertically and horizontally linked business
structure with descriptive text as appropriate. Spreadsheets may be used to

describe and rank the alliance partner information and key functions.

Information Value Network

The Information Vaiue Network (IVN) model describes the linkages in the value
network and the value of the information product across the value network.
Linkages exist horizontally between business units and vertically between
suppliers, partners, and customers. Information is an artefact of business
processes - it surrounds and supports the physical value chain. The value of
information (/nfonomics}) is determined by the “competitive advantage” gained
by the use of the information product. It is the price premium that the consumer
of information is willing to pay that exceeds the extra cost of providing the
information product. There are essentially three dimensions of information
value (velocity, density and reach) and the value of information can be

increased by moving along one or more of these dimensions.

Information value network analysis is used to diagnose problems or uncover
opportunities to leverage information technology to create high value, low cost
linkages with external parties and across the lines of business (LOB). ach of

the nodes in the IVN is analysed to determine:

e« What are the key information products within the vertically and

horizontally linked business structures?,

CA
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o What are the characteristics of the linkage - density, velocity, cost and
value?; and
e What opportunities are there to leverage information products to

decrease costs, increase value, or increase velocity?

Figure 7 below describes the approach to IVN modelling. The documentation
of the modelling artefacts should include a combination of graphical models and
descriptive text. Models should depict the key information stores and flows

between major business functions along the EVN.

Focus of Analysis Artefacts of Analysis | Key Questions EA Interface

= Overall IVN = Key IVN processes | = What key v Common
logistics = Key IVN information requirements

v Define high information flows products can be vision
velocity information | = HVI requirements leveraged to = TA domain
(HV1) requirements improve decision = architectures

¥ Define key making? = A

externalisation
opportunities
Define key
information product
leverage points

Figure 7: Information Value Network Definition

9.2

Digital innovation opportunities should be indicated as appropriate and
descriptive text should be used to describe the key elements of the IVN.

Business Scenarios

The business scenario modelling pulls the artefacts of the EVN and [VN models
into a series of alternative future-state business designs. Business scenarios are
used to communicate the digital innovation opportunities to executive and
management in such a manner that they can rank the alternatives and select the

appropriate course of action.

Figure 8 below summarises the approach to business scenario modelling. The
modeiling artefacts should be documented using a combination of graphical
models and descriptive text to describe the PKSDM business scenario.

Spreadsheets may be used for ranking and prioritising aiternatives.
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Focus of Analysis Artefacis of Analysis | Key Questions EA Interface
Visioning = Business scenarios »  What are the = Common
Refine business » Digital innovation possible requirements
strategies scenarios business visien
Test strategy » Ranking of scenarios to = AA
assumptions alternatives respond fo an v A
What-if analysis of environment
alternative business trend/business
architectures driver?

Select/rank business = How can digital
architecture alternatives technology be
Demonstrate value of used fo create
digital innovation innovative
opportunities business
architectures?

Figure B: Business Scenario

9.3

Business Patierns

After the "big picture” is established, the business architecture selectively drills
down into key processes, business events, and information flows to discover new
opportunities for innovation, while modelling new business patterns to be
followed by the enterprise. This is accomplished by creating a series of models
that further detail the high-level BA using:

o business event analysis;

o function/process decomposition; and

e integration modelling.

Business patterns are used to describe and model the new enterprise,
communicating the desires of management while providing a foundation for

organisational and technological designs.

A business pattern is a collection of artefacts used to describe the new processes
at the time, functions, information flows, and organisational changes required by

the high-level BA value relationships.

By documenting the new business paiterns of the organisation, the BA team is
providing critical information for the future architecture. The implications of the

new business patterns are changes to:

e
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9.4

e The relationship and functionality of applications in the application
architecture;
e The infrastructure required and guided by the technical architecture: and

e The velocity of information for the information architecture.

Figure 8 above details the linkages of the BA to the other components of the

overall enterprise architecture.

Documenting business patterns is part art and part science. Business patterns
provide further visualisation of the roadblocks to digital innovation and the

analysis and modelling thereof should be viewed as a creative effort.

Several formal modelling tools can be helpful in the creation of more technical
models, however, standard graphic, word processing and spreadsheet tools will

suffice for the models described thus far.

Business Event/Process Niodel

The business event/process model is accomplished by selecting the business
event (e.g. customer reguests such as municipal services) fo pattern,
documenting the current means of handling the event, and evaluating options for

fmprovement. It is the business event design artefact of the BA.

The business event/process model should:
o utilise a cross-functional team for the discussion;
o set the scope of analysis to answer the critical question posed during
review of the high-level BA:
e identify the initiator of the business event; and
e document the most crucial artefacts created and used during the

processing of the event.

Further exploration of the connections between the highlighted nodes of the

value network model reveals the means to improve operational efficiency and

b
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gain competitive advantage through reductions in event-processing cycle time.

Figure 9 below provides guidance for the event/process maodelling.

Focus of Analysis Artefacts of Analysis i Key Questions EA interface °~

x Enable selective »  Maior business » Who is the initiator | = 1A
understanding of event participants of the business = function/process
key business events | = Alliance partners event? decomposition
along the EVN = Identification of = How does the = AA

= Apalyse crucial process event flow through = TA
opporfunities to artefacts the virtual = |[VN models
optimise business = Validation of enterprise?
processes innovation

= Enhance v New business
operational pattern
effectiveness,
customer intimacy,
product leadership

= Evolve the |A, AA
and TA

Figure 9: Business Event/Process

9.5 Function/Process Decomposition

Function/process decomposition identifies the sub-processes performed by a
business function, defines the scope of the major organisational entities, and
captures the contribution of each business function participating in the value

network,

Function/process decompasition should:
¢ Set the scope of the analysis to the crucial business functions
participating in the value network;
o Identify the major processes performed by a business function;
s Identify cross-functional processes - opportunities for digital innovation;
= Identify overlaps and redundancies; and

e Function/process decomposition should not:
a. Document every business function in the organisation; and

b. Involve descriptions of more than one or two pages.

In addition to the above, figure 10 below is critical in the decomposition of

PKSDM functions and processes.

ye
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=  Understand the
sup-processes of
each business

function

= Provide a
foundation linking
the |A, AAP, and
TA to key business
functions

value-adding
activities

= Application and
information
requirements

«  What functions
overlap wit h other
business
functions?

Focus of Analysis Artefacts of Analysis | Key Questions EA Interface

= Define the scope of | = Sub-processes of | = What major = A
each business the major functions are = Business
function business functions performed? event/process
participating in the v ldentification of = What functions do models
EVN redundant or low not add vafue? = Location models

AA

Figure 10: Function/Process Decomposition

9.6 Geographic Model

Geographic model identifies where a business function is performed and
represents a logistical view of PKSDM business functions involved in the value
network. The goal of zone modelling is to visualise the organisational structure
as a function of the current and future EVN. It has the added benefit in that it
identifies the architecture requirements imposed on the technical architecture by

zone-to-zone interaction.

Geographic models should:
e focus on the business functions participating in the value network:
e show the locations performing the function:
s show linkages between entities in the EVN;
e location models should nof;
e Be a network diagram; and

¢ show all possible connections on the same diagram.

Figure 11 below contains primary criteria for zone modelling within PKSDM

enterprise,
Focus of Analysis Artefacts of Analysis [ Key Questions EA Interface
» Understand » Function by v Where are major = Business
where the business zone functions avent/process
functions and = Linkages between performed? models
processes are business functions = TA
[ ke
£
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Focus of Analysis

‘| Artefacts of Analysis

Key Questions

EA Interface

actually
implemented

v Understand the
implications of
geography on BA
and TA decisions

« Understand the
TA requirements
for geographic
distrbution

= TAand
application
portfolio
requirements

= Opportunities for
crganisational
change

«  \What functions are
linked together?

= Do consolidation
and streamlining
opportunities
exist?

= AA

Figure 11: Zone Modelling

9.7

integration Modeliing

An integration model shows the high-level interface requirements to process a
business event, and it documents the information requirements of the new
husiness pattern as well as the timeliness requirements. It serves as a starting
place for the information architecture and application architecture, while

providing input for the technical architecture regarding business information and

architecture requirements for integration services.

integration models should:

« Focus on the business events modelled for the new business pattern;

o show the information flowing between event participants; and

e focus on the critical information requirements.

Integration models should not:

e be the enterprise information architecture;

o be a data model;

In achieving the aim of the integration modelling, figure 12 below should be

applied as the guiding principles as well as incorporating the information flowing

between the event participants.

Focus of Analysis Artefacts of Analysis | Key Questions EA interface
s Understand the = Information flows = What information = Business
key integration required for the is critical to the event/process
points internat business pattern new business models
and external to = Linkages between pattern? 1A
the enterprise business = What flows = TA
= Understand the functions between = AA
key interfaces for | = I|A TA, and AA connections in
applications requirements the business
event model?

e
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Focus of Analysis -

Artefacts of Analysis

Key Questions

EA Interface

= Understand the
TA requirements
for integration

= Opportunities for
organisational
change

= What is the
timeliness
requirement?

Figure 12; Integration Modeliing

9.8 Organisation Architecture

The organisation architecture is a fundamental component of the business
architecture and is required to ensure the smooth operation of the business. The
main components of this architecture are;
1. An appropriate governance framework;
2. The roles and responsibilities required to support the identified key business
processes; and

3. An appropriate organisation structure.

e
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The Information Architecture (IA) is the “information supply chain” extension of

the PKSDM Business Architecture (BA). It is a business-strategy-driven set of
artefacts that describe and model the PKSDM’s information value chain
(information flows, business events, linkages). It extends beyond organisational
boundaries to external sources and targets to enable rapid business decision

making and information sharing. It also includes:

1. a catalogue of authentic sources of information (e.g. govemment
databases, commercial cdatabases, research companies, and news
media);

2. classes of relevant business information and their value to PKSDM

3. information governance processes to support policy development and
information management principles and practices that address: security
access, privacy, confidentiality, information quality, integrity,
authenticity, archival cycles, business resumption planning, and
ownership; and

4. information management deliverables that address roles, responsibilities
and organisation structure for managing information content and delivery
(e.g. information architecture group, custodian/steward, owner, chief

knowledge officer).

Development of the IA establishes the value and importance of using
information effectively across lines of business within PKSDM, as well as the

need to achieve collaborative excellence with external partners and customers.
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11.1 Purpose

The Information Architecture (IA) is the “information supply chain” extension of
the Business Architecture (BA). In keeping with the EA process principle of
developing “just enough, just in time”, as with the BA, a fully developed 1A is not
required to create an adaptive Technical Architecture (TA). Instead it encourages
decision makers to:

e Explore externalisation;,

e Optimise information value chains;

e Plan application architecture and portfolios;

e Increase velocity of information across PKSDM, and

¢ Evolve the Enterprise Architecture.

The IA is a business-strategy-driven set of artefacts that describe and model the
PKSDM's information value chain (information flows, business events, linkages)
and is sponsored and endorsed by executive management and the lines of
business. 1t extends beyond PKSDM organisational boundaries to external
sources and targets to enable rapid business decision making and information

sharing. It also includes:

a catalogue of authentic sources of information (e.g. company

databases, commercial databases, research companies, and news

media),

e classes of relevant business information and their value fo the enterprise

s information governance processes to support policy development and
information management principles and practices that address: security
access, privacy, confidentiality, information quality, integrity,
authenticity, archival cycles, business resumption planning, and
ownership; and

« information management deliverables that address roles, responsibilities

and organisation structure for managing information content and delivery

UA.
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(e.g. information architecture group, custodian/steward, owner, chief

knowledge officer).

Development of the IA establishes the value and importance of using information
effectively across PKSDM lines of business, as well as the need to achieve
collaborative excellence with external partners and customers. It is used to gain

consensus between PKSDM management on:

o What is strategic versus non-strategic information

e The use and definition of common terms (e.g. service, consumption,
customer, etc.)

e Who has the information, in what form, who owns/manages it, how it
should be leveraged

e Who will be responsible for the cost of developing IT systems that will
create and deliver information

e What metrics will be used to measure information sharing success (e.g.

revenue increase, cost decrease, reduced service delivery times, etc.)

11.2 Notation and Terminology

The following notation will be used for identification and cross-reference
purposes throughout the document:

AR1 - Architectural Requirements

1 - Information needs

IR1 - Information Architecture Requirements

IP1 - Information Principles

1. Architectural Requirements

The architectural requirements are high-level requirements, derived from
business strategies and expressed as functional statements, which give
direction and priority to each of the architecture disciplines comprising the
Enterprise Architecture (i.e. business architecture, information architecture,
application and technical architecture).

AL
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2. Information Needs
PKSDM information needs refiect the information, regardless of source,
required to facilitate strategic decision making as well as the successful
management of the organisation.

3. Information Architecture Requirements
The information architectural requirements are derived from architectural
requirements as they relate to the Information Architecture.

4. Information Principles

These are derived from global principles which are contained in the

Conceptual Architecture.

The drivers for the information architecture consist of the architectural

requirements and information needs as dictated by the PKSDM.

12.1 Architectural Reguirements for Information Architecture

The following requirements for information architecture (IR1 to IR18) have been
derived from the overall architectural requirements (AR1 to AR7) as identified in
the Common Requirements Vision (CRV) for PKSDM.

AR1 Implementing Sirategies

IR1 Eradicate uncontrolied data duplication and redundancy.

IR2 Introduce standards, controls and procedures, that will ensure the

accuracy and integrity of information.

IR3 Catalogue / define and document corporate information sources (internal

UK
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AR2

AR3

AR4

IR4  Classify corporate information sources according to specified criteria
e.g. function (operational, ~management, strategic), security

{confidentiality, privacy, etc.), time (immediate, monthly, efc.).

Workflows

IR Ensure that users can trigger workflow processes from one business unit

to the other;
IR6  Ensure that all documents created have version control;
IR7  Ensure that standard response times are triggered;

IR8 Ensure standardised data access and delivery mechanisms are

implemented across all platforms.

IR®  Ensure that information is integrated across common business subjects

{e.g. Customer).

IR10 Ensure that management information is readily available and accessible

through a controlied MIS environment.

Flexibly Packaged Services

IR11  Ensure that MIS Incorporates GIS.

IR12  Ensure that the data architecture is structured to enable flexibility
Monitoring, Measuring and Tracking

IR13 Ensure that service delivery management information is readily available

through a controlled MIS environment.

L
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ARS  Conirolled Access

ARS

IR14 Enable the provision of access to information and data according to

differing requirements in a managed and controlled environment.

There are three main areas involved in the processing of information. These

are,

1. Business Operations - concerned with the operational (transactional)

processing within PKSDM.

2. Business Management - concerned with measurement (keeping score)

and management of the PKSDM, and

3. Business Intelligence - planning for the future and identifying competitive

opportunities.

There are also different audiences requiring the information, both internally and
externally. The architecture ensures that dissemination of information is

controlled with appropriate access security in place.

The information may be sourced internally or externally, and it may be required
on a corporate-wide basis or at a departmental level only. The architecture must

ensure that all corporate information is defined and its sources catalogued.

Cost Effectiveness

IR15 Enterprise Architecture Development

Cost containment is a major factor in most of the business drivers. The
development of the architecture must strike a balance between short-term goals

and the sustained investment and change required to achieve the long-term

vision.
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ARY Good Governance

IR16 Ensure controlled access to information by the general public, which
include stakeholders, clients and potential clients through appropriate

media and channels.

IR17 Ensure that management and external (investors, stakeholders, clients
and potential clients) representatives have controlled access to

information required for effective and rapid decision-making.

IR18 Enable the performance management function, which must include

measurement and evaluation within a controlled MIS environment.

12.2 Information Needs

As defined in the EA Business Vision, the PKSDM is dependent on the following
information areas for the successful operation, the management of the business

and for strategic decision-making:

12.2.1 Customer

The term "customer” relates to all who make use of the PKSDM'’s services and
facilities, including potential customers e.g. citizens, communities, businesses,

investors, visitors, world-bodies, institutions, etc.
Information required about the customer includes:

e Nature of business;
s Location of business; and

e Contact details.

12.2.2 Geographical information

® Plénning information;

e
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e Survey information (topographical maps, aerial maps, survey grids,
etc.); and

e Service layers (zones, road maps, efc.).

12.2.3 Assets/Property

e QOwnership management;

e Valuations (market and municipal);
o [Rates;

e Zoning; and

e Plans (building and development).
12.2.4 Human Resburces

e Skills:
e Tralhing;
e Remuneration; and

» Benefits.

12.2.5 Finance

e Income;

¢ Expenditure (operating and capital),

e Debtors (service consumers, rentals, leases, sundry debtors, etc.);
s Creditors (suppliers, service providers, contractors, etc.);

e Assets (current and fixed);

e Liabilities;

e Insurance; and

e Tax

12.2.6 Goverhance

e Policies;

¢ Proceduras;

e Standards: (/( K
’ -~
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12.2.8

12.2.9

Organisation (structure, roles, responsibilities - administrative) ;
FPKSDM by-laws, ordinances, etc.; and

Contracts and agreements.

Services

Municipal services;

Transport and logistics;

Security engineering;

Spatial Development;

Land and infrastructure management;
Disaster Management; and

District Development Model Implementation.

External information

Similar entities;
Benchmarks; and

Funding.

Conceptual Principles

Conceptual principles will be extracted from the Conceptual Architecture
as they pertain to the |A and will be further broken down into information

principles, standards and guidelines.

Wb
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The Information Architecture deliverables includes the architectural principles

(section 11 above), gap analysis (appendix C), and information architecture set of
checklist (appendix D), business models framework (section 12.1 below),

information management.

13.1 Information Management and Controls

The management and control of information requires:

1. Information Governance processes to support policy development and

information;

2. Management principles and practices that address: security access,
privacy, confidentiality, information quality, integrity, authenticity, archival

cycles, business resumption ptanning, and ownership; and

3. Information Management deliverables that address roles, responsibilities
and organisational structure for managing information content and delivery

(e.g. information architecture group, custodian/steward, owner).

413.2 Information Sources

A catalogue of authentic information sources, such as company databases,
commercial databases, research companies, and news media and so on, is used
to establish the origins of authentic information on and about the organisation. It
also forms the basis of input for the next step, which is to obtain classes of

relevant information and their value to the organisation.

e
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13.3

13.4

Information classes
Information is to be classified according to the following criteria:

e Function (operational, management, strategic);
o Security (confidentiality, privacy, etc.); and

e Time (immediate, monthly, etc.).

The processing and management of data differs between these classes.

Information Value Metwork

An objective of the IA is to define the sources of high-velocity information and
ensure its availability and usage by the key business processes, enabled by the
underlying applications architecture (AA) and technical architecture (TA). High-
velocity information is that information which is shared along the information
value chain of customers, suppliers, and partners in near real time, at both the
transaction and decision support levels, to maximise operational efficiency and

competitive advantage.

The value of information

(Infonomics) is determined by the competitive advantage gained by the use of
the information product. It is the price premium that the consumer of information
is willing to pay that exceeds the extra cost of providing the information product,
There are essentially three dimensions of information value (velocity, density and
reach) and the value of information can be increased by moving along one or

more of these dimensions.

Methods and tools such as “information value network analysis” are used to
diagnose problems or uncover opportunities to leverage information technology
to create high value, low cost linkages with external parties and across the lines
of business (LOB). The information value network describes the linkages in the

network and the value of the information across the business value chain. Since

b i
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information is an artefact of business processes, it surrounds and supports the

physical value chain.

LR
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AR/

Gap analysis will assist

A

gap analysis is used in the context of EA to identify differences between

two states of an EA. Formal models of an EA allow tool support and the visual

representation of these models.

14.1 Steps

This was achieved through:

a.

b.
c.
d

Identifying the current situation and defining what is important for PKSDM;
Setting S.M.A.R.T goals of where you want to end up;

Analysing gaps from where PKSDM is to where it wants to be; and
Establishing a plan to close existing gaps.

14.2 Matrix

14.2.1 Business Requirements

al

BAR1 Enable | Modelling training Defined modelling ICT
the methodology
rationalisation of | Medelling tools | Skilled business
core business | selection and | technologists
processes training Mode!l key | Current and future
across the | business state business
organisation processes models

Analyse frationalise

models
BAR2 Ensure | Obtain/define Defined roles and 1ICT/Bus
that organisational roles { responsibilities (in
organisational and responsibilities | Organisation
roles and | for key business | Architecture}
responsibilities | processes
are defined
BAR3 Enable | Conduct gap | Gap assessment ICT/Bus
effective analyses Migration plan
transition Determine Implementation
planning and co- § migration plans pian
ordination Prepare

troplementation

plan
BAR4 Enable | Refer BAR1
the streamiining
and automation
of core business

e
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and obtain, service
delivery
benchmarks

8
across functions o ]
BARS  Ensure | Incorporate HR | HR plan | ICT/HR Bus unit
that Human | planin incorporated
Resource Organisation into Organisation
planning Architecture architecturs
process is
accommodated o
BARG Ensure | Research R & D | R & D Proposal ICT and All Bus
that a business | best practices. | Defined R & D units
Research and | Present proposal to | functions/
Development business. processes
function is | lncorperate incorporated into
accommodated | identified R & D | Organisation
roles, Architecture
responsibilities,
functions and
processes into
Organisation
_ Architecture
BAR7 Enable | Define  customer | Defined customer | Bus units and
the  definition, | base Incorporate | base,  Customer ICT
analysis and { into Data | database (in DW)
segmentation of | Warehouse
the  customer | environment
base
BAR8 Ensure | Define required | Defined  service | Bus units and
the provision of | services. delivery channels ICT
adeguate and | Identify/rationalise | and mechanisms
appropriate service delivery | mapped to
service delivery | channels and | customer base
mechanisms mechanisms.
Project(s) to he
identified to
devslop fimplement
channels
/mechanisms
BAR9 Enable | Determine costs of [ Service  delivery ICT and Bus
differentiated services pricing schedule units
service pricing | Determine market | Architecture
mechanisms prices Project
where Price services Requirement
appropriate and | Project(s) to be
required identified to
anhance billing
system
BAR10 Ensure | Define service | Service delivery ICT and Bus
the identification | delivery measurement units
and currency of | Measurement criteria
benchmark criteria Identified sources
standards Implemented
Identify sources of, | process

L
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Develop process to
maintain  currency
of henchmarks

BAR11 Ensure | Identify appropriate | Enabled  control ICT
appropriate service delivery | and
service defivery | controf and | Monitoring
control monitoring mechanisms
mechanisms are | mechanisms, {applications,
identified  and procedures, elc.)
implemented Project/s to  he
identified to enable
the mechanisms.
BAR12 Ensure | Define and | Communication ICT
that appropriate | implement the strategy and
information Communication policy.
management strategy and policy. | information
policies are Management
institutionatised | Define and | Palicies and
implement Procedures
information
management
policies and
procedures through
the A,
BAR13 Deliver just enough | Defined Metrics ICT
Enterprise just in time. Defined
architecture Measure the | Measurement
development contributiont of EA | process/guideline
must be cost- | to the achievement
effective of the corporate
goals
BAR14 Ensure | Refer to BAR10 &
the BAR11
implementation | Business to define
of performance | measurement
measurement criteria
and evaluation
mechanisms for
management
and public
representatives
Qutstanding Develop policies, | 1 Business ICT
from BA | principles, technologist  job
business guidelines and | description
policies, standards 2 Strategic ICT/Bus
principles planning forum
guidelines and roles and
standards responsibilities ICT
document 3 Strategic
ptanning guideline | Communication
4 Identified and ICT
corporate departments
communication
standards and ICT
guidelines
5 Enterprise
modelling . ) ICT
LA K« ‘
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guidelines

conformance
checklist

organisation
governance.

'smt"ndards and

10 Architecture

12 Architecture

and

14.2.2 Information Reguirements

IR1  Eradicate

POJect to be initiated

Project Scope.

5

standards,  controls
and procedures to
ensure the accuracy
and  integrity  of
information.

and guidelines  as
identified in the
Information Policies,
Principles, Guidelines | «
and Standards document

communication
standards and
guidelines
Modelling standards
and guidelines
Architecture
Repository
Specification
Change
management
procadures

Data administration
procedure
Corporate data
processing
guidelines
Reviewed disaster
recovery procedure
Reviewed Infernet

uncontrolled data e Migration plan.

duplication and

redundancy

IR2 Intreduce | Develop the standards |« Corporate A

processes from one

policy
IR3 Catalogue/define | Schedule workshop with | Populated Catalogue of A
and document | business Authentic Infermation
corporate information sources
sources (internal and
external).
IR4 Classify corporate | a.  Specify criteria. Repository populated 1A
information according i p. Populate metadata with classified
to specified criteria repository. information.
(e.g. function,
security, time,
strategic value, etc).
iR5 Ensure that users | a.  Define metadata » Metadata ERD. 1A
can trigger workflow model. TA

e
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business unit to the
ofher

d. Incorporate

b. Establish metadata | e
repository.

c. Populate metadata
repository. .

metadata guidelines
in Corporate Data .
Processing
guidelines.

e. Ensure data
management
standards and
guidelines are
applied.

Functional
specification for
metadata repository.
Repository
populated with
metadata.

Quality assurance
procedure

information is readily
available through a
conirolied MIS
environment.

IR6 Ensure that | Initiate electronic records | = General workflows TA
all documents created | and managementsystem | s Transactional
have version control workflows
IR7  Ensure that | Manage response times {e  Workflows should TA
standard  response | by users in the value not sit in inbox for
times are triggered chain more than 48 hrs

¢ System notification

to supervisors

IR9 Ensure that {a. Projectto be = Common business A
information is initiated. subjects. BA
integrated b across | 4 Define the common |« Project Scope.
common usiness : ; _—
subjects. (Eg. business subject s Migration plan.
Customer). areas.
IR10 Ensure that |a. Definethe MIS e  MIS environment 1A
managemen_t ~{b. Environment o described within the AA
information is readily 1 ¢ |nitiate project « Corporate Data TA
available and P .
accessible through a rocessing
controtled MIS Guidelines.
environment. o Project Scope.

e Migration plan.
IR12 Ensure that the | Apply best practices and | Incorporated i 1A and TA
data architecture is | principles deliverables of IR2
structured to enable
flexibility
IR13 Ensure that | Refer IR10 1A
service delivery AA
management TA

e
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Apply bes practices and

management and
public representatives
have controlled
access to information
required for effective
and rapid decision
making.

provision access to | principles deliverables of IR2 AA
information and data TA
according to differing
reguirements in a
managed and
controlled
environment. _ _
IR15 Enterprise | a. "Deliver justenough | Metrics definition 1A
architecture just in time" o Measurement
development must be | 1, 9) Measure the process/guideline
cost-effective contribution of IA to
the achievement of
the corporate goals
IR18 Ensure | a. Classify information | Refer IR2, IR4 and IR5 AAand 1A
controlied access fo | b Apply sound data
information by  the management
general  public via principles
appropriate media -
and channels. accordingly
IR17  Ensure that | Refer IR18 AAand IA

u L
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15.1 Purpose and Scope

This [nformation Management Policy document is a consolidation of all policies

and procedures pertaining fo the management of corporate information within

PKSDM Administration (hereinafter referred to as Administration). Based on the

Information Architecture (IA) principles as contained in the information policies,

principles, guidelines and standards document, these policies are an integral

component of the overall Information Architecture (IA) and cover;

if.

Information governance processes to support information management
principles  and  practices that address: security access,
privacy/confidentiality, information quality, integrity, authenticity, archival

cycles, business continuity planning, and ownership;

Information management deliverables that address roles, responsibilities
and organisation structure for managing information content and delivery

(e.g. information custodian (steward), owner and user).

The purpose of the document is to set out the Information Management Policy

for the Administration so as to enable the policy to be understood by all

concerned and effectively applied throughout PKSDM. This policy incorporates

the contents of the requirements as extracted from the business units,

particularty communication, which it now supersedes.

Figure 13 below reflects the logical structure of the policies and procedures:

1%
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Information Management

Archival Cycles

Policy
I l
Information
Governance Roles
Responsihilitigs
Information Architecture
Data Resource
Management
information information information OWizf“ty Assurance
Protection Technology Modelling Custodian
Quality Steward
. User
Ownership Metadata
Access Security [ntegrity
Security Classification Authenticity
Private Classification
Confidential Criticality
Resltricted Positioning
Public Timeliness
Business Continuity
Planning

Figure 13: Information Management

158.2 Definitions

The term “data’ generally refers to all stored data facts (primarily, but not limited
to, those which are stored electronically in digital, machine-readable form), and

“information” generally refers to data which has been processed to become

meaningful.

Throughout this document, the term “information” must be understood to include

both data and information and furthermore, to include all types of information

whether textual, spatial, imaged, voice, video and objects.

Corporate information refers to all information used in the management and

operation of the PKSDM.

15.3 Objectives

The abjectives of the Information Management Policy are to ensure:

A
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vi.

a comman vision and acceptance of the scope and nature of information
management within the Administration;

that information, a valuable resource of this Administration, is managed
and controlled properly thereby minimising the risk of incorrect decision
making as a result of invalid information;

that information is protected according to adequate security measures;
that adequate and up to date metadata (data about data) is maintained;
that the quality of information is always compliant with EA standards; and
that authorised personnel in the Administration and all stakeholders are

able to use information to its full potential,

15.4 Applicability

This policy addresses the use of information as a corporate resource and is

therefore applicable to the PKSDM including all its business units and

stakeholders.

The approach and general philosophy of the Information Management Policy of

the Administration is based on the following basic principles;

Information is a corporate resource, and therefore the only owner of this
resource is the Administration itself;

Management of the information resources will be a cooperative effort
between the information users within the Administration, senior
management and [nformation and Communication Technology (ICT);

No one will attempt to use information in such a way that it will benefit one
small part of the Administration at the expense of the entire Administration;
From the foregoing it is clear that no individual person, Section, or
Department is the owner of a particular piece of information. However,
owners must be assigned for every information subject area, where such
ownership will involve responsibility for creation, maintenance, deletion or

integrity, or a combination of these, of the subject area involved:;

e
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v. The Administration, as well as the individuals serving the Administration,
will regard and manage information resources as critical to the fulfilment of
its mission and will therefore give full support in adhering to this Information
Management Policy;

vi.  The Administration will exploit and utilise its data and information resources
to the maximum extent to avoid duplication or wasteful and unnecessary
expenditure of human, financial, material, or equipment resources and to
increase the efficiency and effectiveness of the Administration in fulfilling
its mission and objectives; and

vii. The Administration will also seek and exploit opportunities to utilise
information to generate revenue, add value to products and services,
reduce and avoid costs, meet customer needs and achieve strategic

advantages.

This part of the policy defines the information governance processes required to

ensure that information is protected, information quality is maintained and that

information is modelled according to the EA modelling standards.

The policy statements contained herein are formulated in order to support the

principles identified in the [A.

17.1 Information Protection

Allinformation shared across the enterprise is regarded as corporate information
and therefore must be managed accordingly. Data and information must be
protected according to best practice security policies and procedures. These

must cover the following:

. Ownership
i. Security Classification
iii. Access Security
» Information Access

e Network Access

yan
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iv.

V.

= Remote Access

Business Continuity Planning

Virus Protection

17.1.1 Ownership

Definition

Ownership defines the exclusive rights conferred on certain individuals or
groups of individuals in terms of managing information. The categories of

ownership are as follows:

Owner

The owner has the averall responsibility for funding the development and
maintenance of the information asset, deciding on its security
classification and allocating access rights.

Custodian

The custodian (also referred to as “steward") is responsible for
controlling the use and protection of the information asset on behalf of
the owner and in accordance with the owner’s instructions.

User

The user is an individual who has been authorised by the owner of the

information asset to access and/or update the information.

Policy Statements

Owner
I All information is owned by the PKSDM, and is therefore a
common shareable resource referred to as corporate information;
. Information will be captured by the user(s) or Business Unit that
is in the best position to do so, regardless of subsequent value or
use by the user{s) or Business Unit; and
fi.  The Municipal Manager (MM), the Executive Management Team
and other staff of the PKSDM, will be accountable for:

a. Information modelling and planning processes;

0L
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Funding and maintaining an  appropriate
organisation structure, skills base and technical
infrastructure, related to the management, use and
modelling of information;

Resolution of policy and procedural issues in a
timely and effective manner;

Resolution of conflict between user(s) and/or
customer interests; and

ldentifying and appointing owners for each

information subject area.

iv.  An appropriate funding strategy must be implemented to ensure

that:

a.

v. The owner

Common, shared information resources are
developed, acquired and utilised. This will eliminate
financial or political disincentives to the sharing of
information resources within the PKSDM;

The maintenance of information resources, which
are not of a shareable nature, will be funded from
an appropriate user funding source, depending
upon the primary beneficiary or user of the
information resource.

is responsible for determining the security

classification of the information under histher control and the

granting and revoking of access rights to individuals or groups.

vi. The owner

information.
Custodian
i. The ICT is,

is responsible for the overall integrity of the

by default, the overall custodian of all PKSDM

corporate information assets. Exceptions to this must be handied

through the owner.

(s /(
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ii.  The custodian is responsible for controlling the use and protection
of the information asset on behalf of the owner and in accordance

with the owner's instructions.

User
Usefs of information within the PKSDM will be held accountable for:

a. Correctly and unambiguously defining information
requirements;

b. Accepting all information in strict confidence, and not
disclosing or reproducing it in any manner, form or way,
except as directed by the management of the
Administration and according to security classification

limitations.
Procedures

i. Request for information access rights must be completed on the
prescribed forms and logged via the ICT Co-ordinator for further
processing;

ii. Owners and custodians must be appointed through the
ICT/Architecture Review Board;

ii. ~ The ICT System Administrator or his delegate is to maintain a

register of identified owners and custodians.

17.1.2 Security Classification
Definition

All information will be classified for security purposes into one of the following

security categories:
i.  Confidential information is of a very sensitive nature and which should
be given special protection. Access rights will be assigned on a need-to-

know basis and will be update-protected;

L L
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Restricted information is not available to the public (customers and
interested persons). Access rights will be assigned on a need-to-know
basis and will be update-protected; and

Public information will be freely accessible to individuals or groups of
individuals within the PKSDM and to the community at large and which

will be update-protected.

Policy Statements

Official reports to PKSDM wili be classified as follows:
a. All “yellow” papers are regarded as confidential;
b. All “green” papers are regarded as restricted; and
c. All “white” papers are regarded as public.
By default, all unclassified information will be regarded as public.
All access to restricted and confidential information must be authorised

and must conform to Access Security policies as defined below.

iv. No private or personal information is to be stored on the PKSDM's
resources.
Procedures

All information to be classified must be classified by the appointed owner.

17.1.3 Access Security

Definition

Access security can be divided into three types of access, namely information

Access, Network Access and Remote Access.

Policy Statements

ifi.

All access to corporate information must be centrally administered;
Access to corporate information must be granted by the owner, and
Once an individual has left the employment of the PKSDM, ICT Systems
Administrator must ensure that all access rights the individual had to

corporate information, are revoked.

LK
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17.1.3.1

information Access

Definition

Information can only be accessed by certain individuals or groups of

individuals who have been granted the required authority. This in turn ensures

that databases are protected against all internal and external risks.

Policy Statemenis

vi.

Information access and update rights must be centrally administered
by a Database Administration or ICT Systems Administrator's delegate;
User access to databases will be confrolled via standard profiles
aligned with user access rights;

All additions, changes and deletions of information must be auditable.
A standard set of protection measures will be defined for each security
classification to ensure consistency in the implementation of security
once information has been classified and to save time and effort on
development projects;

The PKSDM shall actively prosecute the theft, misuse or inappropriate
disclosure of its information. Use of information for other than work-
related purposes will be considered misuse: access or update by a
person who is not formally authorised to do so will be considered as
theft; and

If a user does not access the database for a period of time (to be

determined), the user’s access rights must be terminated.

Procedures

Requests for access to information must be submitted on the prescribed form

(as provide for by PAIA to the owner for authorisation and then to the

Database Administration for implementation.

17.1.3.2

Network Access

Definition

Network access ensures the effective use of communication network facilities

in a secure environment. If there is insufficient control over network
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connections, it is quite possible that unexpected entry points to the network

may occur. This will allow unauthorised access to the computer infrastructure

and the communication network, thereby putting information at risk.

Policy Statements

iii.

Access to the corporate communication networks and information
systems may be restricted to those with a genuine need to conduct
PKSDM business;

Active Directory Service will be implemented to manage, authenticate
users and distribution of patches,;

All terminals and information systems, connected to the corporate

communication networks, must be identified and classified;

iv.  Each individual will be uniquely identified to the processing
environment by means of a unique, protected password. The individual
is responsible for maintaining the secrecy of his/her password;

v User access to the network, servers, applications, and files will be
controlled via standard profiles aligned with user access rights.

vi. Administrator rights on production servers should be limited to
identified support personnel only;

vii. Administrators/support personnel must change their passwords
regularly to ensure that the servers are not compromised by
unauthorised access from insiders and outsiders;

vii.  If a user does not access the system for a period of time (to be
determined), the user’s access should be terminated;

ix  Users should not be able to sign onto more than one workstation at a
time;

x. Owners and custodians are responsible for the security and use of
terminals and network devices under their jurisdiction; and

xi.  Support Division reserves the right to monitor any network traffic as and
when necessary.

Procedures

Requests for access to the network must be submitted to the |ICT Systems

Administrator for authorisation and implementation.
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17.1.3.3 Remote Access
Definition

Remote Access to the network is typically by dial-up facilities, e.g. telephone,
mobile phones, modem, etc. Secure and resilient remote access is required
s0 as not to compromise the confidentiality, integrity and avaiiability of PKSDM
information and information systems.

Policy Statements

I ICT Systems Administrator authorised remote users will be restricted
to the minimum services and functions necessary for fulfilling their work
requirements (excluding Internet):

ii.  The confidentiality and integrity of PKSDM information will be
protected over remote access connections. The level of protection
required will be determined by the assessed risk:

ii.  Remote users may only access information systems using software
supplied or approved by ICT. An approved minimum standard
configuration of hardware and software will be employed;

iv.  External access to communication networks must include strict
identification, authorisation and authentication procedures; and

v.  ICT reserves the right to monitor any remote access logs as and

when necessary.

Procedures

Alf remote users must sign and adhere to a code of conduct which covers their

responsibilities in terms of remote security.

17.1.4 Business Continuity Planning (BCP)
Definition

Business Continuity Planning (BCP) is the process of planning for the

resumption of critical business operations following an unavoidable mishap or

e
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disaster. It includes precautionary measures fo ensure that information is

secure, as well as procedures to restore information. These include:

s . Archiving;
«  Backup and Recovery (including versioning); and

= Disaster recovery.

Policy Statements

i All information stores will be subject to regular backup, recovery and
offsite storage procedures to ensure recovery in the case of the
destruction of information;

ii.  Backups will now be done on cloud storage;

ii. Backups will be subjected to regular audits and testing; and

iv.  Data archiving must be scheduled to run according to predefined events.

Procedures

A Disaster Recovery procedure must be kept up-to-date as part of the change

management process. (To be defined).

17.1.5 Virus Protection
Pefinition

Computer Virus protection is necessary o ensure that newly released viruses
do not destroy the confidentiality, integrity and availability of the PKSDM’s

information.

a) Policy Statements

i All workstations and servers, running operating systems and services
that can be affected by viruses, must be protected by the ICT approved
Anti-Virus software;

ii.  Anti-Virus software must be kept up-to-date at all times;

LK.
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Virus alerts to PKSDM staff are only to be sent out by ICT Systems
Administrator and NOT by end users. Users are to forward alerts

received from external parties to ICT Systems Administrator only;

iv. A mechanism needs to be put in place to filter out known viruses from
incoming mail;

v.  Users must practice due diligence by reading ALL internal virus alerts
sent out from the ICT Systems Administrator and adhere to the
instructions given in these alerts; and

vi. ICT Systems Administrator reserves the right to monitor any logs as and
when necessary.

Procedures

Users must ensure that the latest version of the ICT approved anti-virus

protection software is loaded and active on their workstations.

17.2 Information Quality

The quality of information must be governed according to best practice policies

and procedures. These must cover the following:

Metadata
Integrity/Authenticity

Classification

= Criticality
e Timeliness
= Positioning

= Security

17.2.1 Metadata

Definition

Metadata is data about actual data and is required to identify and enhance the

management and sharing of corporate information. Exampies of metadata

include data element descriptions, data type descriptions, attribute and property

descriptions, range and domain descriptions, and process and method

descriptions. The repository environment encompasses all corporate metadata
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resources, database catalogues, data dictionaries, and navigation services.

Metadata is stored in a data dictionary and repository, and insulates the data

warehouse from changes in the scheme of operational systems.

Policy Statements

Metadata must be defined for all corporate information and must be
made accessible to all authorised stakeholders;

Metadata must as a minimum include the following: information source,
owner, custodian, functional classification, security classification, subject

area, standard definition, required format and original date created.

Procedures

The ICT Systems Administrator must define the data, classify and assign the
responsibilities within PKSDM.

17.2.2 Integrity/Authenticity

Definition

Integrity of information is the assurance that all information is true, correct and

accurately reflects reality.

Policy Statements

i

All database designs must be quality assured to ensure that integrity is
maintained;

All information models must be quality assured and formal change
management procedures effected to ensure the accuracy of the models.
A formal 3 party review of information models must be conducted on

an annual basis to ensure that models are kept up-to-date;

iv.  All transactions which change the database (create, update or delete)
will be designed, constructed and maintained in such a way as to
preserve the integrity of information;

v. Users must exercise due diligence when capturing data to ensure that
the data accurately reflects reality,;

vi. Standard information access mechanisms must be utilised;
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vii.  Information must be captured once only to avoid duplication;
viii.  Information may be replicated under controlled circumstances only;

ix.  Information must be validated and corrected at source;

X.  Information will be captured as near to the true source of origin (both
from a geographic and time perspective) as possible and will be
validated and entered into the database as directly as possible to
minimise use of paperwork and other interim handling procedures;

xi.  Data naming and formatting standards must be adhered to;

xii.  Redundant data must be archived and removed: and
xiii. ~ Formal change control procedures must be adhered to.
Procedures

To assist in  managing information integrity, three  distinct
information/application environments will be established and maintained as

follows:

. Development: Programs and information in this environment will be
essentially controlled by the Development Division and will be used
during the development process;

ii. Test/acceptance: Programs and information in this environment will be
strictly controlled by the custodians, as this environment will be for
controlled exercising and acceptance testing by users. Information
values will be well designed to ensure predictable and verifiable test
results. Changes to information values will be made only by means of
controlled logical fransactions, not through ad hoc updates.
Development staff will not make direct changes to programs or
information structures in this environment; and

ji.  Production: Programs and information in this environment will be strictly
controlled by the custodians, as this will be the five processing
environment on which the Administration’s daily business will depend.
Changes to information will only be allowed through controlled logical

transactions, never through ad hoc updates. No direct changes to
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programs or information structures will be aliowed in this environment.

Only authorised users will be allowed access to this environment.

17.2.3 Classification
Definition

The classification of information will determine how it is managed and

conitrolled. Required classifications are:

i.  Criticality, which refers to the extent to which PKSDM is dependent on
the information for its effective operation;
ii. Timeliness of information, which refers to how soon information
becomes available after an event has occurred,
ii. Positioning, which refers to whether the information is classified as
operational, management or strategic; and

iv.  Security (refer to 3.1 Information Protection above).
Policy Statements

i. Al critical information must be identified and managed and protected
accordingly;

i. The timeliness of information will be determined on a cost/benefit
basis;

iii.  Information will be made available as timely as is possible and
practicable according to the users’ requirements; and

iv. Operational, Management and Strategic information will be logically
separated and managed accordingly.

Procedures

Adhere to the Data and Data Warehouse domain principles, procedures and

guidelines.

GAK
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17.3 Information NModelling

Definition

An information model represents information in an understandable simplified
format.

Policy Statements

PKSDM will create and continually maintain graphical models of corporate
information, both current and future;

Information must be modelled according to the Enterprise Architecture
Modelling Guidelines and the Application Development guidelines and will
incorporate;

infermation Value Network Model;

iw. A Corporate Information Model:
v. Subject Area Data Models where one Data Model will exist for each
Subject Area;
vi. lLogical Data Models, where one Data Model will exist for each
computerised system;
vii.  Physical Data Models, where each Data Model will correspond to a
Logical Data Model; and
vii.  Whenever vendor-supplied application packages are evaluated, it must
be done against, infer alia, the conceptual data models which already
exist. The costs of remedying or managing all inconsistencies {including
duplicated data files, reformatting, changing file designs or program logic,
building data interfaces, etc) will be identified, quantified and included in
the projected cost of implementing any vendor-supplied option before
acquisition decisions are made.
Procedures

Adhere to the Information Modelling principles and guidelines as defined by the
ICT within the EA.

i
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This part of the policy defines the roles, responsibilities and organisation structure

required to implement the policy statements contained in this document. [t defines,
inter alia, the role that users will play in being custodians of information; the role
that the ICT will play through the Data Resource Management section and the
Information Architecture section, and the role that these sections will play in
ensuring that this policy is understood, adhered to and effectively applied. The

RACI will be clearly defined in the master document.

These entities can be classified under the following groupings:
i. Information Architecture;
ii. Data Resource Management;
iii. Owner;
iv. Custodian;
v, User

vi.  Architecture Review Board;

18.1 Information Architecture

Role

The Information Architect is responsible for defining the information Architecture
Strategy which establishes the value and importance of using information
effectively across lines of business, as well as the need to achieve collaborative
excellence with external partners and customers. This includes:

i. modelling the “information supply chain or network” extension of the
Enterprise Business Architecture (EBA) to enable rapid business decision
making and information sharing;

i. establishing information governance processes to ensure the quality,
integrity and security of corporate information assets; and

iii. defining roles, responsibilities and organisation structure for managing

information content and delivery.

o K
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Responsibilities

ifi.

Vi.

vii,

viii.

Xi.

Xii.

xiii.

Xiv,

XV,

Establish communication and enforce a governance framework to
coordinate and collaborate with suppliers/partners, employees,
stakeholders, and customers in business activities across the enterprise
value network;

Establish the relevance of information and data within the context of
business strategies, goals, and objectives;

Classify business information, in terms of its value to the enterprise, to
ensure information sharing between L. OB’s, trading partners, and
regulatory bodies;

Establish information security access, privacy, confidentiality, quality,
integrity, authenticity, and archival cycles;

Provide a foundation for the development and endorsement of common
or standard data definitions.

Ensure information access and sharing supports physical value chain
and information value network;

Ensure information compliance within audit and legal requirements:
Ongoing development of the Information Architecture (I1A) framework.
fdentify Business Information Requirements (BIR) in conjunction with the
business and catalogue in the information products catalogue;
Optimise information value chains/networks across the enterprise in
conjunction with the business and identify opportunities for reuse;
Identify opportunities for digital innovation and give input to the TA
group,

Determine what metrics will be used to measure information sharing
success in conjunction with the business. (e.g. revenue increase, cost
decrease, reduced setrvice delivery times, etc.);

Identify MIS and Data Warehouse application needs:

Give input to the planning of application portfolios;

Conduct gap analysis between the current and future states of the

Information Architecture and give input to the migration planning

process; M ‘rL
; {
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xvi. Perform conceptual information system design; and

xvii. Responsible for the development of information models.

18.2 Data Resource Management

Role

The Data Resource Management (DRM) group functions as a separate entity
and their main function is to oversee the operation and application of this Palicy.
Whereas the Information Architecture group are the policy makers, DRM group
are the policy enforcers. Additionally the DRM group provides data analysis

support in 1S development.

Responsibilities

i. Catalogue authentic sources of information in term s of who has the
information on, in what form, who owns/manages it, how it should be
leveraged,

ii. Create and maintain the metadata (including models) in a suitable
repository for the organisation,

iii. Document the use and definition of information items (e.g. service,
consumption, customer, etc.);

iv. Maintain and administer the DRM standards, procedures and guidelines
and link to the Technical Architecture;

v.  Provide training and support as regards the content and operation of the
DRM standards, procedures and guidelines;

vi. Keep abreast of all changes in term s of business sirategy, enterprise
architecture and systems development;

vii.  Identify any matters of conflict involving the use of, and changes to,
information resources and escalate to the Information Architecture
group,

vii.  The DRM group is the custodian of the various information models and
will ensure that they are initially created; and

ix. Ensure that change control procedures are in place to ensure the

accuracy of the information models and the quality assurance thereof.
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18.3 Qwner

i.  Refer to the policy statements as defined for Owner in section 3.1.1

i. Ownership elsewhere in this document.

18.4 Custodian

i.  Referto the policy statements as defined for Custodian in section 3.1.1

ii. Ownership elsewhere in this document.

18.5 User
i. Refer to the policy statements as defined for User in section 3.1.1

ii. Ownership elsewhere in this document,

18.6 Architecture Review Board.
Role

The Architecture Review Board is responsible for providing input for and

reviewing and approving the deliverables for the Information Architecture.

Responsibilities

i.  Collaborate in developing and the conceptual architecture;
H.  "Ambassadors” of architecture throughout the business units:
iii. Reviews and approves the defined policies, procedures, standards and
guidelines; and
iv.  Denies/Approves exceptions to the defined policies, procedures,

standards and guidelines.

L’ ;\L
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The Roadmap lists recommendations and ICT requirements which will enable the
realisation of the vision and milestones set above. The following critical success

factors were taken into account when developing and sequencing the roadmap.
19.1 Business/ICT Alignment

The Business/ICT alignment places the PKSDM ICT Strategic Plan in context,
identifies internal and strategic drivers, establishes the PKSDM strategic
objectives, formulates the PKSDM ICT guiding principles and defines ICT

Strategic Plan risks.

The PKSDM ICT Strategic Plan provides a conceptual view of the required state
of PKSDM ICT to support the business objectives, and the role envisaged for the

ICT unit in the various dimensions

19.2 Dirivers and Objectives

The ICT Strategic Plan drivers, as indicated in the figure below, are formulated
from the PKSDM strategic objectives, external ICT trends and Government best

practices.

L
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Figure 14: ICT Strategic Drivers

GIS Software application that provides a visual representation of geographic and
demographic data. GISs are also capable of modelling and layering both
demographic and geographic information. ICT allows the query or analysis of GIS
data and receives the results in the form of some kind of map.

S0OA SOA is gradually replacing monalithic architecture as the premier design principte for
new business applications. ICT emphasizes loose coupling betwaen software
components, and in its use of separately standinginterfaces.

A prescribed set of criteria and conditions which will include among otherthings,
procedures, rules, specifications and standards for regulating and monitoring

activities.
C
3 1
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e-Government

s

Electronic Government: Government activities that take place by digital processes
over a computer network, usually the Internef, between the Government and
Members of the public and enfities in the private sector. ICT involves the electronic
exchange of information to exchange products or services, to exchangeinformation,
or to complete financial transactions.

Remote office

In a fast-paced world connected by high speed networks, there is a trend towards
working in a remote office as easily as in a central office. To cut on travel costand
time

Compliance Regulatory compliance refers to the steps taken by organisations to ensure that
personnel are aware of and take steps to comply with laws and regulations that
apply to the organisation.

e-Learning Learning facilitated and supported through the use of ICT.

Business Bl is a broad category of application programs and technologies for gathering,

Intelligence storing, analyzing, and providing access to data to help enterprise users make
better business decisions. Bl applications include the activities of decision support,
query and reporting, OLAP, statisticat analysis, forecasting, and data mining,

Systems The art and science of integrating processes, functions, people and data so the

integration end result is a seamless and tight knit system.

Wireless Mobite ICT equipment, including cellular telephones, PDAs and the wireless

technology networks that support connectivity in mobile use.

Standardisation

The process of establishing a technical standard for providing benefits of
interoperability and greater efficiency.

CRM

An integrated information system that is used to plan, schedule and controt all
activities in an organisation dealing with its customer. ICT embraces aspects such
as the call centre, marketing, technical support and field service.

CObiT

Contral Objectives for Information and related Technology. A set of best practices
(framework) for information {IT) management.

0ss

The source code of OSS is openly published, usually available at no charge, and
often developed by voluntary efforts. For 0SS licensed software the source code
is distributed with the product, and the user is able to modify and redistribute
derived works from this software.

ITIL

IT Infrastructure Library. A customisable framework of best practices that promote
guality computing services in the ICT sector, These concepts support ICT service
providers in the planning of consistent, documented, and repeatable processes
that improve service delivery to the business,

Information
security

The protection of information from unauthorized access (accidental or intentional),
modification, destruction, or disclosure. Information security deals with several
different trust aspects of information. Information security is not confined to
computer systems, or to information in an electronic or machine-readable form.
ICT applies to all aspects of safeguarding or protecting information or data, in
whatever form.

L
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19.3 1CT Guiding Principles

In order to achieve its ICT objectives, the following ICT guiding principles define
the manner in which PKSDM will conduct ICT activities. The ICT principles are a
set of high-level organisation, information and technology “values” that will guide
the PKSDM ICT unit in decision making.

19.3.1 Mianagement, Organisation and Governance

« The ICT unit will work closely with the business to create an alignment
between the business and ICT priorities;

o The ICT unit's primary focus is to align ICT priorities to business and the
secondary focus is to align the PKSDM's initiatives to Government’s
larger ICT pians; and

« The ICT unit will take an active role in educating the business users of
ICT systems and bring to the PKSDM business ideas on ICT-enabled

opportunities.
19.3.2 Applications and Information

« The PKSDM will pursue packaged applications that achieve strategic
value over those proven solutions which only lower risk;

« The PKSDM will use common solutions for core business processes
across the business units, where ICT makes proven business sense;

« The PKSDM will strive for the optimal trade-off between business impact
and effectiveness over ease of implementation;

« The PKSDM will pursue applications with business fit and functionality
over technical considerations;

« The PKSDM will upgrade to new software versions, balancing the future
value with ongoing software maintenance costs; '

« The PKSDM will use strategic partnerships o access leading edge skills

to accelerate implementation, however, the PKSDM will transfer this

UK.
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The PKSDM will make every effort fo collect information once and
maximise the sharing of that information element across relevant
stakeholders;

The PKSDM will use proven project and programme management
approaches in pursuit of value; and

The PKSDM will establish clear ownership of information and business

applications amongst business units for the total life cycle thereof.

19.3.3 Architecture and infrastructure

The PKSDM will physically and logically consolidate its servers for all
systems;

The PKSDM will standardise workstations/laptops/iPads, its operating
systems and core application portfolios;

The PKSDM will implement a common set of reusable infrastructure
components across the organisation;

The PKSDM will adopt security measures and standards that meet both
Government and PKSDM requirements;

ICT solutions identified should support the principles of interoperability,
scalability and portability;

The PKSDM will ufilise open, vendor-neufral industry standards
whenever possible; and

The PKSDM will use a formal architecture management process.

19.4 Guiding Government's ICT efforis

ICT House of Values depicts the Government ICT House of Values, illustrating

the main drivers of its ICT efforts. The primary objective of these concepts is to

ultimately reduce ICT costs for Government, improve Government's efficiency

and effectiveness and make ICT convenient for citizens to access Government

services. It is imperative that the ICT organisation is positioned strategically to

ensure that ICT receives the necessary exposure to enable the concepts

embodied in the ICT House of Values.

e
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The five "pillars” can be described as follows:

1 | Security Ensure that all products and services are secure and conform to the
2 | Interoperability Ensure that all ICT solutions integrate and are interoperable.
3 | Reduced Ensure re-use and sharing of existing solutions.
duplication
4 i Leverage Economies of Use Government's centralised buying power to procure ICT products
Scale and services.
5 | Digital Inclusion Ensure that the previously disadvantaged are empowered by:

a}  providing them with a cost-effective way of accessing PKSDM
services via different channels — anywhere, anytime, anyhow;
and

py providing them with training and overalt skills developmentto

understand and use the different channels avaiiable to them
to access the PKSDM services.

e
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19.5 The ITM-IRM-IL Framework

The PKSDM ICT unit will fulfil its role primarily within three domains:

™™

ITM includes the hardware, software, networks and applications needed to give the PKSDM
access to its information, and automated business systems. ITM refers to managing the
provision of services rather than actively providing the service. Managing includes the planning
and organisation, and ensuring that the service is provided, as well as the monitoring of the
service.

IRM

IRM focuses on the appropriate and optimal use of information and technology. Often the IRM
role brackets the [CT role, in that ICT understands the business need, prepares the solution,
and ensures that once the solution is implemented, the PKSDM derives the full benefits
anticipated when the technofogy was initially justified.

L focuses on bringing the information and business process technology perspective to the
leadership team. ICT is concerned with business direction, dimensions and boundaries.

The primary driving purpose behind ITM is to maintain Municipal momentum. The

driving purpose behind IRM is to ensure optimum use of ICT and information. The

primary driving purpose behind L. is to support the business direction and exploit

enablement opportunities.

The ICT unit must play a dominant role within IRM and IL. Based on this premise as

well as the assessment of the current ICT organisational structure, and the ICT

organisational requirements indicated by the ICT Officer, the ICT organisation roles

were mapped onto the ITM- [RM-IL model

19.6 Roles per ITM-IRM-1. framework

Responsible | This individual performs the work. The individual narmally defines the business case

and justification.

Accountable | This individual has the ability to make decisions. The individual approves the project.

Financially responsible.

Consult This individual is asked for their opinion. The individual may be the expert in the area.

Information is obtained from them,

Inform The outcomes of decisions are made known to this individual or group of individuals.

The outcomes of these decisions will impact on the individual or group of individuals.

Monitor services delivery
Only part of ICT Management Role
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| share with IRM Role

Information Technology Management (ITM) highlights the RACI per ITO, ICT
System Administrator/ICT respectively, according to the ITM-IRM-IL framework,

main ICT domains and processes.

The RACI (R-Responsible, A-Accountable, C-Consulted, I-Informed) roles are

defined below:

RACI analysis on IT/iM Roles vs. functionalities vs. processes

Rola

ITAM Functionaries

Main ICT domains and processes Managemenf]
C ITo - ITO ITO ITO and Council
= a D30
QWwdle 0 aie
= e d {HM)
) System developmentand .-
Domains maintenance )
%3, Develop service delivery model R R Al i
% Match services to requirements R R Al 1
o § Organise service detivery capability cl R Al i 1
25 Supply facilities supporling ICT
g o enviranment R C Al Cc |
3
% Report on ICT performance R R Al | !
% Manage extermnal services provision A R Al o] |
w
@ Monitor services delivery R R Al c |
§ Obtain proposalsiquotes c o] | RA |
E) % Evaluate vendor offerings CA R I C |
%., § Procure services G c RA |
g % Manage |M finance c c RA 1
® @ | Protect physical ICT assets R R AC R |
a2
2 Manage ICT Inventory and assets C R 9] A |
. . CA Cc c |
Identify departmental solutions set
A C |
Map department solution set to ¢
requirements
& o . C i
o Plan sclutions implementation process
2 ] A Cc |
@ Impiement solutions
E T . A c C i
9 Integrate new solufion with service
@ delivery model
A i
Educate and train users
A C 1
Befine change control processes
_— A |
Develop and maintain procedures
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Information Results Management (IRM) highlights the RACI per ITO, ICT System

Administrator/ICT respectively, according to the ITM-IRM-IL framework, main ICT

domains and processes.

1
U;\

RAGI analysis on [T/IM Roles vs, functionalities vs. processes
N ' ' ~+ - ITAM Functionaries
Role Main ICT domains and processes R t’!anagement
’ : : . ITC ITO ITO ITO nd Council
e 0 2.0 d{lade e
0 AllO
_ System development and
Domains maintenance . '
Understand departmant strategic
intent R C |
Understand branch strategic intent R C C |
2 Translate strategic intent IM
& solutions A R c c I
i §' Understand specific solutions
= o requirements CA RA C C |
oy °
g 5 Define solutions A R C c i
o |
g{ : @ Design soiutions A R [ o |
g ' Construct and integrate solufions A R C C |
m Test solutions A R C C |
g Gain depariment acceptance and
e sign-off A R o C |
o Facilitale information in business R c A i |
= Provide context to information
g management I |
o3 -
(Q = Understand business processes | |
=] & Agree on IM facilitation role R c A I |
=D @
i 5 ; ;
: g-. Structure information R c A I i
A 8 Manage information integrity R R A I i
= g
§ Transform information R e A i |
[l
~ [nterpret results R A t |
Communicate results and
recommendations R C A | |
Institutienalise information
transformation process c C RA | |
Define IV quality management
= framework/systemn A R c c I
E Define M quality processes and
© procedures A R o c i
Qg Establish measures: CSFs, KPls,
= standards RA c C | {
Z implement quality processes and
measures A R C | I
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Monitor quality management process

Provide for Audit

Manage {M Risks

“.» "RACI analysis on ITAM Roles vs. functionalities vs, processes .

Role .

: o -Mai'n'_ ICT domains and processes

System development

and -
maintenance o

U ITAM Functionaries

1o ito o o

Management;
nd Council

aidosd | abeuen

Develop M skills porifolio

Plan staffing requirements

Manage internal transfer capabilities

Recruit siaff

Place staif

Provide career paths

Devetop staff

olo oo @ ¢ o

Manage staff performance

10 1l eBauepy

Define IM ROl medel

Implement [M RCtmodel

Manage 1M ROl Model

olao|lalm |x |8 | |0 (=|>
ololoixm |ole (oo e |00

i |2 (> > (= |2 > > |0

T ||

Communicate iM RO
performance

Strategic justification

Project finansing

Budget process

Management accounting

Post implementation reviews

Asset management

we1sAs Juswabeuey

) GusD) 2piaotd

Plan iM management system

Implement IM mapagement system

Evaluate IM management system

Govern M conduct

Operate 1M Structure process

>l P PP |OC|rlo|ln|alolo

DO @A i |O]|m;O]OIO
O is 000 |Plalrlelr|z|>

OOOOOI!OIIO;U;UJJ
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Information Leadership (IL) highlights the RACI per ITO, ICT System
Administrator/ICT respectively, according to the ITM-IRM-IL framework, main

ICT domains and processes

RACI analysts on ITAM Roles vs. functionalities _vs.pfbéesses o

: IT/AM Functionaries

Role . Main IGT dornai|1$ ahd_ processes - . Management
B H A B T S B N F ; : N and Council
170 [ 1TO SATO ITO
Domains | Ennancing services delivery fEE o TR IS
3 Undersland relationships A R c C |
o o Market ITM-IRM-IL context, offerings
a = and capabilities
LY
g & Develop services levels per branch A R G C i
27
Manage customer satisfaction A R o C |
Understand the business strategy R C A C |
T
g Deline stralegic M drivers A R c C !
(¢}
g Develop IL sirategy A R C C i
; Tracking emerging technologies A R c c |
o
o Position the technologies A R c c |
2 Map emerging technclogy to current and
= future appiications A R C Cc !
o
[ =
%‘ Create business case A R c C |
0w
é” Develop IRM strategy A R o] 9] |
‘é Get huy in and educate the business A R C C |
-.QE"-: Communicate IM Strategies A R Cc C |
Develop ICT strategy A R C C |
Develop straw model department
o blueprint R i C |
42
1]
g. g‘ Define department blueprint A R | ¢ I
3 El Define branch blueprint A R I Cc |
3o
% e Define operational and technologies A R t C |
g8
Sa
®3 Implement and maintain intagrity A R I c ]

s
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19.7 Roadmap Seguencing

The following summarise the basket of projects the municipality should embark on:

Automation

PKSDM utilises Microsoft

and these
applications support  all
other applications
standardisation and
ensures conformity and
consistency in
communication, storage
ete. internally and
externally.

platform

Develop a design for a
robust automation
platform

Upgrade the WIiFi and
server infrastructure to
accommadate automated
platform

Program and
Project
Management

Program
Management

Program Management
must give a single single-
view of al projects. It must
integrate to project
management  for  the
planning, scheduling and
budgeting.

Project management must
integrate to supplier
management, fo ensure
confirmation and
availability all supplies.

It must integrate to time
management to keep track
of the time utilised when
defivering the project and
cost of that time.

This s
reguirement
Project
Office
established
hecause:

1. There is a dearth of
readily available
information on
projects within the
PKSDM.

2. No consolidated view
of projects, their
costs, progress, etc.

3. The next phase of this
ICT  project  will
require tight
management.

an  urgent
and a
Mianagement
must be

immediately

Planning
Scheduling

and

The phase will have as a
large part of their mandate,
the establishment and
running of the PMO

The establishment and
running of the PMO, as
well as the knowledge
transfer and training to
the PKSDM staff,

Execution
Measuring

and

All other projects can be
brought under the
discipline of the PMO once
the capacity has been
developed in-house

Implement project based
approach for all municipal
projects.

C K
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| Aplicaiien EUNLtonalitviintculd edite i
Customer The CRM application must | Develop CRM
Relationship | Customer integrate the marketing, | requirements and
Management | Development customer  development, | perform a procurement
Opportunity opportunity  development | selection process for the
Development and customer services | best fit CRM solution.
Customer Services | applications. inciuding
Stakeholder back office applications
Management
IDMS  ({Integrated | 1. This Document 1. Define the scope
Document Management System of information
Management must integrate with all processing and
System) applications and storage for IDMS.
provide a centralized 2. Assess the
tool that manages capabilities and
document storage, limitations of the
sorting and retrieval in existing IMIS.
a view specified by the
user. 3. Extend the
capabilities or
replace IMIS with
2. Digital Signatures Microsoft
SharePoint.

4. Procure and
install to enable
officials to
authorise
transactions by
digitally  signing
on line while away
from Municipality.

Supply Chain | 1. Supplier The procurement | Define information flows
Management Management application must integrate | and processes for supply
2 Tender procurement, supplier | chain management.
Management management, asset
3. Contract management, vendor | Perform a procurement
' management, contract | selection process for the
Management | management and tender | best fit SCM solution.
4. Inventory management.
Management
5. Procurement It must integrate fo
Processing maﬂagement accounting
by linking the payments of
contracts to cost centres
and providing a
transparent view of fund
usage in the PKSDM.
Asset This  Application  must | Define and implement an
Management integrate with supply chain | asset classification
management system to | coding.
Enterprise Architecture Page 118 of 133 ICT Master Plan (GWEA)
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! AURR I IR
ensu
of the asset register

time updéfes I

selection process for the

best fit asset
management solution.

Management This application must link | Define the MIS
Information to all application and data | requirement specification
System to enable a consolidated | Perform a procurement
view of all information for | selection process for the
management decision | best fit MIS solution
making
Safety Health | Hazardous SHE must integrate all | pefine requirements
and Substance different applications | specifications for:
Environment | Dangerous Goods | pertaining fo hazardous | , Hazardous
(SHE) Regulatory substance, dangerous Substance
Monitoring good, . regulatory  and { _ Dangerous Goods
Coowations! | mororns,  oceun2lons | ety Honiorng
Waste manaéement industrial | - Occupational Health
, ! — | = Waste Management
Management hygiene and safety. This . ‘
Industrial Hygiene | broad integration ensures | ® Industrial Hygiene &
& Safety all tracking and Safety
documentation of | Perform a procurement
regulatory  requirements | selection process for the

and activities as well as
guidance documents.

SHE integrates to all
applications in the
arganization. In

infrastructure development
and maintenance it is
critical for this integration to
ensure  non-abuse  of
hazardous substance,
carrying of dangerous
goods, as well as issues
relating to waste
management.

hest fit SHE solution

GIS

The Geographical
Information System (GIS)
integrates to the project
management tool  set,
utilities and  Property
management.

Define integration and
reporting requirements.

Develop and implement
GIS integration.

Records
Management

The records management
system will support the

registry where all
organisation wide
documentation  will be

catalogued and digitized. It
must integrate to the IDMS.

Review and update the
municipal fite plan.

Implement electronic
filing aligned to updated
file plan and integrated to
IDMS.
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ﬁ S T e

Property Must integrate to the | Define the property
Management accounts receivable | management
application, GIS  and | requirement
property information to | specification.
ensure realtime updates
of accounts when billing for | Perform a procurement
services takes place selection process for the
Must integrate to the | best fit property
utilities management and | management solution
customer services
applications to atlow for
automated response to
field services requests
Must integrate to fleet
management which
reveals real-time
information on all fleet
used, and due for
maintenance,
Facilities/Utili The facilities and | Define  the  facilities
ties equipment management | management
Management application will ensure the | requirement
support of  day-to-day | specification.
operaticns of facilities and
equipment managed by | Perform & procurement
PKSDM. selection process for the
best fit facilities
management solution.
Fleet The application has to | Define the fleet
Management schedule facilities/ | management
equipment for usage, and | requirement
prompt billing of facilities | specification.
as well as store info on
facilities/ eguipment | Perform a procurement
location, maintenance | selection process for the
record and usage best fit fieet management
solution.
Enterprise ERP systems generally | Review and define the
Resource cantain the modules that | functionalities that would
Planning satisfy many of the | require consolidation.
{ERP) functionality and
requirements and integrate | Perform a procurement
them all in one | selection process for the
consolidated application. best fit ERP solution.
This eliminates duplication
of functionality and data.
Business Business This  application  must | Perform a procurement
Intelligence Intelligence & | integrate to all information | selection process for the
Management sources in the business | best fit business
Decision Support that allows management to | intelligence / decision
make informed decisions. | support solution

Enterprise Architecture
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Knowledge
Management

The knowledge
management component
must store all unstructured
information. Anyone
searching for information
should be able to query the
knowledge management
database and find the
information relevant to
them

Perform a procurement
selection process for the
best fit Knowledge
management solution

Business Analytics

The business analytics
companent will store the
structured information, and
be able to provide
information and reports on
enterprise wide operations,

Perform a procurement
selection process for the
best fit business analytics
solution

Disaster The pian must ensure that | Define the risk appetite

Recovery it is possible to recover | for information loss to the

Plan (PRP) information/data  across | municipality

and Business the municipality.

Continuity Define the risk analysis

Plan (BCP) The BCP must ensure that | specification for BCP and
critical services are | mitigation plan.
immediately restored

Risk The risk management | Define the risk appetite

Management application must integrate | for the municipality.

to all applications in the
business for risk analysis.
It will mainly use data
obtained by the Monitoring
application for risk analysis
but will require information
from other applications as
well.

Define the risk analysis
specification.

Procure and implement a
risk analysis taol.

e

Enterprise Architecture

Page 121 of 133

ICT Master Plan (GWEA)




Audit

'E‘&
Aui ‘énég ment
Quality Controt

Quality
Improvements

his  Audit Management
application must integrate
to all other applications to
access the relevant
information  during the
auditing process.

The Quality Control
application must integrate
to all other applications to
access data for quality
control to ensure
efficiency, effectiveness
and economic utilization of
resources,

The Quality Improvement
application must integrate
to the Quality Control
application so that quality
information can be shared
for quality improvement
purposes.

A

arter

Define the audit ch
and process.

Develop specification to
meet audit requirements
and process.

Perform a procurement
selection process for the
best fit audit solution.

Finance

Budgeting
Management
Acgounting
Treasury
Expenses
General Ledger
investment
Management
Accounts Payable
Consolidated
Financiai
Statements

The Finance application
needs to integrate with
external banking systems
from  which electronic
statements, payments etc.
will be obtained and
reconciled with the internal
systems.

The current  Venus

system must be

= Assessed for user
friendliness and ease
of use

i Secure and
segregated access /
functionality

»  benchmarked against
the reporting
requirements for
Finance for MSCOA
compliance.

= Findings must be
presented to EXCO
for decision making
on way forward.

Performance
Management

The
management
should

performance

application
integrate  with
finance, project
management, CRM and
ERP systems to enable
extraction of performance
information on operational
and project information

Review and refine the
performance
measurement
and criteria.

process

Perform a procurement
selection process for the
best fit institutional and
employee performance
management solution.
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= o

CT ACT 2002
SANS/ISO
COBIT Framework
SARS ACT

PEMA 1939

SAICA
Standards

Accounting

i

s ERP Systems including e-Commerce
Applications must have in-build systems
controls {Prevention, Detection, and
Corrective) and security logs and Audit
trails for all executed transactions. Ref
ECT Act, SANS/ASO, COBIT Framewark

»  SARS requires that Tax obligations on
electronic  Transactions should be
submitted online Ref .SARS Act, PFMA
Act, Accounting Std

= Authentication ,Encryptions and digital
signatures ,Public Key Infrastructure
e-Commerce processes) Ref ECT Act

2002, COBIT, SANSASO

QUIREME - -

Develop a Business
Rule Document  for
ERPs —incorporating all
requirements

SLA-  If Application
architecture is
outsourced, then
incorporate compliance
requirements  in the
Service Level
Agreement(SLA)

Intellectual Property (IP)
Act

Copyright Act 2002
COoBIT
SANS/ISO

= Gengral Project Management(Program
Planning & Monitoring}

= Budget Scheduling of [T Projects

v Software cost estimation

v Software Configuration Management
= Critical Path Methodalogy(CPM}

»  Systems Development, tools and
Productivity Ref. IP Act

= Business Application Systems
Development

= Ajds- CASE , 4GLs Ref COBIT
SANS/ASO

Develop  Methodology
for Deveiopment
Architecture

Security Policy

ECT ACT 2002
TELECOM. Act
SANS/ISO
COBIT

= Application Controls

= Application Services

r Information Management
=  Communication services
u  System Services

= Security Issues

= Qutput Management

= General Controls

Develop Business
Rules

Develop Security Policy

L x
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COBIT /
Governance
Framewark

SANS/ISC

IcT

Computer room Operation Management
Physical Site Management
Physical & Logical Access Cantrols

Protection of Data input/Processing &
Output, Storage , Backups

Archiving of information
Change Control Management
Disaster Recovery Planning
Business Continuity Planning
Training manuals
Network/System Management
Solution Availahility
Service Management
Configuration Management
Ref COBIT SANS/ISO

= |CT

#  Develop Security Palicy
= Develop DRP/BCP
= Develop a training and

Governance
Framework

certification program

ECT Act 2002
Telecomm. Act
SANS/ISO
coBIT

Hard ware Architecture (Mainframe
Computers, Mini Computers, Micro
Computers

Hard ware Acquisition, Hardware
maintenance Program

Hardware Monitoring Procedures
Information  Systems  Network &

Telecommunication Infrastructure :
o Network Architecture Methods
Internet

el

o Local Area Networks(LANS)

o Wireless Networks

o Wider Area Network(WANs)

o Integrated Voice, Data & Video
Telecommunications Monitoring
Procedures
Trans boarder Data flow
Telecommunications Monitoring

Procedure

Ref. ECT Act, Telecom Act ,COBIT,
SANS /SO

= Develop ICT

Infrastructure Policy

NARS Act 43 of 1996
Records Management

Infarmation  Systems  Network &

Telecommunication Infrastructure :
Network Architecture Methods

o]

o Internet

o Local Area Networks{LANSs)

o Wireless Netwarks

o Wider Area Network(WANs)

o Integrated Voice, Data & Video

« Integrated
Records/Content
management System
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The district development model seeks to:

o Embody an approach by which the three spheres of government and state
entities work in unison (jointly) with other development partners in an
impact-oriented way and where there is higher performance and
accountability for coherent service delivery and development outcomes;

o Itinfluences spatialisation and reprioritisation of government planning,
budgeting, implementation and reporting in relation to jointly agreed
outcomes and commitments,; and

e This is facilitated through and anchored around the ‘One Plan’, ‘One
Budget’, ‘One District.

ICT plays a pivotal role in ensuring that there is planning collaboration is
seamless between the district, local municipalities, province and national
government.

Through the e-Council concept roots development within communities and

brings government closer to the people

Through the former IGR the planning involves the following clusters whose inputs

are also ICT driven:

e Social;

e Economic,

e Infrastructure;

» Governance and Institutional Development; and

e Justice, Crime Prevention and Security.

“.K
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Figure 15: District Development Model
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The ICT Strategy development process considered the roadmap in 19.7 above and

the following recommendations as key to the success sustainable ICT investment

which in turn will lead to the Business Continuity improvement. In this section summary

action plans have been developed with estimated budgets.

= FElevation of the position of the driver of ICT in the organisation to a strategic

Level
e PKSDM embarks on:

Aligning ICT with Business Strategy;

Developing ICT Governance Framework that will enable addressing of
issues of business process improvements and business process
integration;

Defining ICT Roles and Responsibilities;

Implementing a phased process-orientated approach; that seeks to deliver
value through continuous improvement of business processes of the
organisation;

Enforcing a process that will ensure a holistic and integrated decision-
making process/framework for ICT investments;

Reviewing ICT Roadmap — Annually (recommendations/observations);
Reviewing ICT Strategy — recommendations/observations annuaily; and
Developing and implementing a Disaster Recovery (DRP) and Business
Continuity (BCP) Plans.

Invest in a Backup Generator Set

22.1 Risk Management, Action Plans & Estimated Budgets

Below is the risk management, action plan and estimated budgets to enable the

municipality to steer in the right direction.
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22.1.1 Risk Managemen{

Sound corporate
governance through
effective internal
control environment

Provision of adequate strategic and technical
support to achieve organizational goals
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